Secure Programming
Introduction
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“Think Twice Before Choose this Course”



‘Do Not break the law”
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“Still many thing you can hack”



The Heartbleed Bug

The Heartbleed Bug is a serious vulnerability in the popular OpenSSL
cryptographic software library. This weakness allows stealing the
information protected, under normal conditions, by the SSL/TLS
encryption used to secure the Internet. SSL/TLS provides communication
security and privacy over the Internet for applications such as web, email,
instant messaging (IM) and some virtual private networks (VPNSs).

The Heartbleed bug allows anyone on the Internet to read the memory of
the systems protected by the vulnerable versions of the OpenSSL
software. This compromises the secret keys used to identify the service
providers and to encrypt the traffic, the names and passwords of the
users and the actual content. This allows attackers to eavesdrop on
communications, steal data directly from the services and users and to
Impersonate services and users.




Backdoor found in D-Link router
firmware code

The backdoor could be used to modify a router's settings, a dangerous
vulnerability

By Jeremy Kirk, IDG News Service | Data Protection 5 Em 12| 3+

October 14, 2013, 12:49 AM — A backdoor found in firmware used in several D-Link
routers could allow an attacker to change a device's settings, a serious security problem

that could be used for surveillance.

Craig Heffner, a vulnerability researcher with Tactical Network Solutions who specializes in
wireless and embedded systems, found the vulnerability. Heffner wrote on his blog that the
web interface for some D-Link routers could be accessed if a browser's user agent string

Is set to "xmlset_roodkcableoj28840ybtide."

Curiously, if the second half of the user agent string is reversed and the number is

removed, it reads "edit by joel backdoor," suggesting it was intentionally placed there.




Smart LED light bulbs leak wi-fi passwords

By Jane Wakefield

Technology reporter

Security experts have demonstrated
how easy it is to hack network-enabled
LED light bulbs.

Context Security released details about
how it was able to hack into the wi-fi
network of one brand of network-enabled
bulb, and control the lights remotely

The LIFX light bulb, which is available to
buy in the UK, has network connectivity to
let people turn it on and off with their
smartphones.

The firm behind the bulbs has since fixed
the vulnerability.

Michael Jordon, research director at
Context, explained how he was able to
obtain the wi-fi username and password of w light bulb joining the network

the household the lights were connected to.

Related Stories

"We bought some light bulbs and examined how they talked to each other
and saw that one of the messages was about the username and

password," he told the BBC Google’s Nest unvelils
kit tie-ups




KEEN TEAM OF CHINA TAKES DOWN SAFARI AND FLASH AT
PWN20OWN

Michael Mimoso ¥ Follow @mike_mimoso

VANCOUVER - One is the bug hunter, the other the exploit specialist.

Fang Jiahong and Liang Chen represented the Keen Team at Pwn20wn on Thursday,
starting off the second day of the annual exploit festival with a quick takedown of
Apple’s Safari browser. They then wrapped up the contest with a successful zero-day
exploit of Adobe Flash, the second time the Adobe product was toppled.

For 2% years, this emerging team of eight
vulnerability researchers and exploit developers
from China has nudged its way into the fray that is
bug hunting and exploitation. Today's Pwn20wn
Safari win netted the Keen Team a $40,000 prize;
the Flash bug $75,000. They said they will donate a
portion of their winnings to charities representing
the families of the missing Malaysian Airlines flight

Related Posts

Four Vulnerabilities Patched in
IntegraXor SCADA Server

Apache Warns of Tomcat Remote
Code Execution Vulnerability




“What You will Learn.”



Static analysis

 Decompiler / Disassembler
e Objdump
* |[DA pro

* DJ - Java Decompiler

e Source code analysis



Dynamic Analysis

 Debugger
- GDB

e Olly-dbg

e Fuzz
e Peach

 Symbolic Execution
. S2E

* AEG
* CRAX



Exploit (PWN)

Stack Overtlow - Smash the stack
Heap Overtlow - Heap fengshui
Format String

Uninitialized Variable

Integer overflow

Memory Leak



Exploit (Mitigation)

e Mitigation
e Stack Guard
e Data Execution Prevention (DEP)

e Address space layout randomization (ASLR)

 Bypass
 Rewrite GOT entry
e Return to libc

e Return Oriented Programming


http://en.wikipedia.org/wiki/Address_space_layout_randomization

Web

OWASP TOP 10
PHP
B]E1gle]e

Rails



“What Ability You Will Have”



Bug Bounty

e https://hackerone.com

o htt%s:é{bugcrovvd.Com/list—of—bug—bounty—

GitHub launches Bug Bounty program, offers
between $100 and $5,000 for security
vulnerabilities

SANDBCX



https://hackerone.com
https://bugcrowd.com/list-of-bug-bounty-programs
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Wargame

[/[wargame.cs.nctu.edu.tw

i

[overthewire.org

Wa Nerw Wed SConNng About Wete hackers, and we e good-looking 'We s the ™
]

Wargames

The wargames offered by the OverTheWire community can help you to leam and practice secunty concepts in the form of fun-filled games

10 find out more about a certan wargame, just visit its page linkad from the menu on the left

If you have a problem, a question or a suggeston, you can

Banait

Leviathan or Natas or Krypton
Namia

Behemoth

Jturmno

Maze



http://wargame.cs.nctu.edu.tw
http://overthewire.org

Capture The Flag

CTFEITIME

CTFTime
* https://ctftime.org

HITCon CTF

Defcon Final
e Defcon final, RuCTFe, Ghost in the shellcode, Olympic CTF,

e Boston Key party, Codegate Final, PHDays, Secuinside




“What You Must Do.”



Scoring

Homework 30%
e 6 CTF (5% for each)

e 2-3 wargame

Final Exam 30%

e On-site bug analysis and exploit development.
o Competition with NTU

Project 40%

« Choose a target, conduct penetration test and summarise vulnerability.

Bonus 20%
o Attend worldwide CTF

o Write-up



Homework O

Wargame 0-1 Magic

* secprog.cs.nctu.edu.tw:6666

Wargame 0-2 Overflow
* secprog.cs.nctu.edu.tw:8888

Wargame 0-3 ROP

* secprog.cs.nctu.edu.tw: 7777

o hitp://docs.cs.up.ac.za/programming/asm/derick_tut/
SyScans. N

Only 140.113.0.0/24 can access.



http://docs.cs.up.ac.za/programming/asm/derick_tut/syscalls.html

Project



Bonus

» Attend Worldwide CTF
e Group in 2-5

e Submit Your ranking and write-up

* Next Week
* ALI CTF - http://www.alictf.com

« CSAW CTF - https://ctf.isis.poly.edu

IV - e -

NALICTF
2014

” R M1zS: freebuf



https://ctf.isis.poly.edu

Course Information

Course WebSite

* http://secprog.cs.nctu.edu.tw

IRC

* Freenode: #nctusp

—-mall
* nctusp@googlegroups.com

Facebook
e Secure Programming@NCTU



