
Secure Programming 
Introduction

           Jeffxx / Atdog / ddaa



“Think Twice Before Choose this Course” 



“Do Not break the law”











“Still many thing you can hack” 











“What You will Learn.”



Static analysis

• Decompiler / Disassembler 
• Objdump 
• IDA pro 
• DJ - Java Decompiler 

• Source code analysis 



Dynamic Analysis

• Debugger 
• GDB 
• Olly-dbg 

• Fuzz 
• Peach 

• Symbolic Execution 
• S2E 
• AEG 
• CRAX



Exploit (PWN)

• Stack Overflow - Smash the stack 
• Heap Overflow - Heap fengshui 
• Format String 
• Uninitialized Variable 
• Integer overflow 
• Memory Leak



Exploit (Mitigation)

• Mitigation 
• Stack Guard 
• Data Execution Prevention (DEP) 
• Address space layout randomization (ASLR) 

• Bypass  
• Rewrite GOT entry 
• Return to libc 
• Return Oriented Programming

http://en.wikipedia.org/wiki/Address_space_layout_randomization


Web

• OWASP TOP 10 
• PHP 
• Django 
• Rails 
• …



“What Ability You Will Have” 



Bug Bounty

• https://hackerone.com 
• https://bugcrowd.com/list-of-bug-bounty-programs

https://hackerone.com
https://bugcrowd.com/list-of-bug-bounty-programs


CVE



Wargame

• http://wargame.cs.nctu.edu.tw 
• http://overthewire.org

http://wargame.cs.nctu.edu.tw
http://overthewire.org


Capture The Flag

• CTFTime 
• https://ctftime.org 

• HITCon CTF 
• Defcon Final 

• Defcon final, RuCTFe, Ghost in the shellcode, Olympic CTF,  
• Boston Key party, Codegate Final, PHDays, Secuinside



“What You Must Do.” 



Scoring

• Homework 30% 
• 6 CTF (5% for each) 

• 2-3 wargame 

• Final Exam 30% 
• On-site bug analysis and exploit development. 
• Competition with NTU  

• Project 40% 
• Choose a target, conduct penetration test and summarise vulnerability. 

• Bonus 20% 
• Attend worldwide CTF 
• Write-up  



Homework 0

• Wargame 0-1 Magic 
• secprog.cs.nctu.edu.tw:6666 

• Wargame 0-2 Overflow 
• secprog.cs.nctu.edu.tw:8888 

• Wargame 0-3 ROP 
• secprog.cs.nctu.edu.tw:7777 
• http://docs.cs.up.ac.za/programming/asm/derick_tut/syscalls.html 

• Only 140.113.0.0/24 can access.

http://docs.cs.up.ac.za/programming/asm/derick_tut/syscalls.html


Project



Bonus

• Attend Worldwide CTF 
• Group in 2-5 
• Submit Your ranking and write-up   

• Next Week 
• ALI CTF - http://www.alictf.com 
• CSAW CTF - https://ctf.isis.poly.edu

https://ctf.isis.poly.edu


Course Information

• Course WebSite 
• http://secprog.cs.nctu.edu.tw 

• IRC 
• Freenode: #nctusp 

• E-mail 
• nctusp@googlegroups.com  

• Facebook 
• Secure Programming@NCTU


