DEP & ASLR
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Review shellcode

E <stdio.h>

char shellcode[] =
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fprintf (stdout, "Lenght: %d\n",strlen(shellcode)):
(* (void (*)()) shellcode) ():




But........

SIGSEGV, Segmentation fault.
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push
<shellcode+3>: push
<shellcode+8>: push
<shellc ndh+1?*: mowv
<shellcode+15>: mowv
{Ehﬂlltﬂde+lf}: mowv
<shellcode+19>: mowv
<shellcode+21>: int
OxB804a03b «<shellcode+Z3:z XOor
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Check memory maps

* cat /proc/Spid/maps
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£f7fcd000-£7£d1000 rw-p
£f7£fd9000-£f7£db000 rw-p
f7fdb000-£7£fdc000 r-xp
f7fdc000-£7£f£fc000 r-xp
f7ffc000-£7££4d000 r--p QQOIfQOQ
f7f£fd000-£7££fe000 rw—ﬁ 00020000
fffddO000-f£fffe000 rw-p 00000O0(

)

){b‘

) .L‘.\ bb
O O O

T O

D OO0 OO
~ S

W

NN N

W W W

C




Data Execution Prevention

* It marks areas of memory as either “executable” or “nonexecutable”,
and allows only data in an “executable” area to be run by programs,
services, device drivers, etc. (Wikipedia)

ER# 1T LE (Microsoft)
- WX MERR A ZEKFT
* NonExecutable => NX » Y ## NX protection




* gdb -z execstack test.c

dada@ubuntu:~$ gcc -m32 -z execstack test.c

test.c: In function ‘main’:

test.c:
fprintf (stdout, "Lenght: %d\n",strlen(shellcode));

warning: incompatible implicit declaration of built-in

dada@ubuntu:~5 ./a.out

)

Lenght: 28




Bypass DEP

* ret2text

* Return to existing code

« 2848 hwO BY magic FEZRIE T
* ret2libc

- BXEMREEM system(“/bin/sh”) 2IFEF1
- TBABEAEIE MM function , BERE link g
« AJLAE#EBEE library BV E#TT

F R — S
libc

e BAIFRTE call function , BEXIE stack B F 224

* => Return Orient Program



ret2libc

Ffff5000 char a void foo (char *argl)
ffff5004 ebp {

ffff5008 ret char a;

FEEEE 00 argl strcpy(&a,argl);
fff5010 2222 return,;

ffff5014 ?P?7? }




ret2libc

ffff5000 AAAA void foo (char *arg1)
ffff5004 AAAA {
char a;
ffff500c | after lib call strcpy(&a,argl);
return;

ffffs014 | 2977 |




ret2libc demo
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Address Space Layout Randomization

* Ak ZE R HC B PEE A
 Random stack

* Random heap
e Radnom libraries

* /proc/sys/kernel/randomize_va_space
* 0: Disable ASLR.

* 1: Randomize the positions of the stack, VDSO page, and shared memory
regions.

e 2: 1+ data segment



Position Independent Executable

* position-independent code
e gcc -fpie -pie test.c

push sebp

MoV tesp, sebp
push tebx

and

sub 50x10, $esp

call 4e0 <  Xd86.get pc thunk.bx>
add
lea
mowv

call




Under ASLR & PIE ...

eret2shellcode
ret2text
eret2libc

e Because we must know where to return at first.
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Conqguer ASLR

1. Information leak
* Then we can calculate offset.

2. fork

* Everything won’t change, we can try to guess the
correct address.



