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Who is the speaker




Document exploit

at) attack




Today | will talk about ...

* A journey for a complete zero-day exploit nowadays
* Crash it

* How is the birth of a Flash Player zero-day exploit

Exploit it
* How to take control of it
* Bypass it

* How many and how to overcome exploit mitigations
nowadays
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Vulnerability review

* Part of my daily work is to review new document
exploit CVE and enhance antivirus engine

* Most of Flash Player CVE relate to ActionScript

* Flash Player’s regular expression CVE in 2014 H1
* CVE-2014-0498
* CVE-2014-0499
* CVE-2014-0502




Why RE

* Easy to implement RE fuzzer
* RE syntax is less diverse

* Hard to implement RE engine

* RE semantic is complicated

* RE engine == RE compiler

* Flash player maintains a modified-PCRE




What is fuzz testing

Nelglelelty
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PCRE fuzzing

valid_syntax_re

valid_syntols

erate();

F

11




Just wait for crash

Adobe Flash Player 11.8 r800 has st 1 working

Windows can check online for a solutien to the problem.

) Hide problem details

Problem signature:
Preblem Event Name:
Application Name:
Application Version:
Application Timestamp:
Fault Module Name:
Fault Madule Version:

Furentinn Mffoat
Fl

Fault Maodule Timestamp:

2 Check online for a solution and close the program

# Close the program

BEX

FlashPlayerPlugin 11 _8&_800_168.exe
11 8 800.168

32223bb7

StackHash_2Teb

0.0.0.0

00000000

A55307 A
1y
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http://msecdbg.codeplex.com/
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Debug Flash Player
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Debug Flash Player
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Debug Flash Player

* Figure out the mapping of ActionScript and x86
assembly

ByteCode x86 assembly
JIT compiled by AVM
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Debug Flash Player
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Open source project

* Tamarin Project
* Old VM open source project @ 2008
* Developed by Mozilla and Adobe

e hitp: / /www-archive.mozilla.org /projects /tamarin /

* Part of Flash Player
* No render
* No memory management

* Qut-of-date
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Debug Flash Player
* X86 assembly in debugger

debug 87482488235 db

debug 87482488236 db

debuq 874 : 82488237

debuq @74 : 82488237

debug@74: 82488238 ebp, esp

debug 074 :8248823A esp, 1B8h

debug @74 : 82488248 [ebp-124h], ebx
debug@74: 02488246 [ebp-16Ch], esi
debug 87482488240 [ebp-178h], edi
debug@7y: 02488252 esi, [ebp+8]
debug@7y: 82488255 [ebp-184h], esi
debugB74: 02488258 edx, [ebp+16h]
debug @74 :B248825E ebx, [ebp-138h]
debug@74: 82488264 eax, offset unk_17DF818
debug@74: 02488269 [ebp-188h], eax
debuq 074 :0248826F edi, off_17DF84.4
debug @74 : 02488275 [ebp-12Ch], esi
debuq @74 :B248827E [ebp-138h], edi
debug 074 : 82488281 off_17DF844, ebx
debug87h: 02488287 ecx, [ebp-188h]
debug 874 B248828D edi, [ebp-128h]
debug@74: 62488293 eax, dword_17DF834
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Debug Flash Player
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Open source project



http://www.pcre.org/
http://www.pcre.org/

Debug PCRE







Root cause

* In PCRE compiler

function pcre_compile() {
int length;
// first-phase for estimating the length of compiled RE
(NULL, &size);
re = malloc(size);
// second-phase for compiling RE actually
(re, NULL);

26




Root cause

* In PCRE compiler

function pcre_compile() {
int size;
compile_regex(NULL, & ); // return size = OxAO bytes
re = malloc( );
compile_regex(re, NULL); // but overwrite > OxAQ bytes

27




It’s

heap overflow !

-

-—
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Exploit in school




SNOWMEN
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Exploit in real

* Custom heap management for large application
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Exploit in real
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Application data

* var i:* = new Vector.<uint>(36);

Vector
Length \\

24 B8 B0 B88/688 28 75 0

65




Application data

* How to place the RegExp object before vector object 2

. - Ql

36




Heap spray

High High
0x0a0b1a28 0x0a0b1a28
—

Vector
Vector
Vector

Flash Player

Low Low

Vector
Vector
Vector
Vector

Flash Player

£




Heap spray

orkaround to

28
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Heap massage/grooming

o control the

) spray
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Memory layout

* Allocate Vector objects

in memory

while (i < VECTOR_NUM) {
s[i] = new Vector.<uint>(36);

s[i++][0] = Ox41414141;

Vector length

24 g8 @0 00 |88 28 75 01
19 BC 62 68 08 00 80 68
80 60 08 B0 6O 0O 6O 08
80 60 08 PO 6O 0O 6O 08
80 60 08 PO 6O 0O 6O 08

31 41 41 41 42 42 42 42
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60

a Vector object with OxAO bytes
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Memory Layout

* Free some of them

while(i < VECTOR_NUM) {
if(i % 4 == 2)

s[i++] = null;

Vector length

24 g8 @0 00 |88 28 75 01
19 BC 62 68 08 00 80 68
80 60 08 B0 6O 0O 6O 08
80 60 08 PO 6O 0O 6O 08
80 60 08 PO 6O 0O 6O 08

31 41 41 41 42 42 42 42
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60
g0 60 00 90 B0 08 A0 60

a Vector object with OxAO bytes
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Memory layout

new RegExp(CVE_2014_0559,");

* Allocate malicious RE object and trigger the overflow

Vector length

00
53 80 65 18 00 54 00 83
00 97 00 60 060 08 0O 00
00 00 00 60 060 08 0O 00
00 00 00 66 060 08 0O 00

g8 60 90 60 OO0 08 G090 B0
g8 60 90 60 OO0 08 G090 B0
g8 60 90 60 OO0 08 G090 B0
g8 60 90 60 OO0 08 G090 B0
88 80 80 60 43 43 43 43

85 18 80 53 00 65 18 a0
18 61 18 80 54 68 91 54
68 60 80 60 00 08 08 A0
68 60 80 60 00 08 08 A0
68 60 80 60 00 08 08 A0
68 60 80 60 00 08 08 A0
68 60 80 60 00 08 08 A0
68 60 80 60 00 08 08 A0
68 60 80 60 00 08 08 A0
B8 60 80 80 00 0@ 08 A0

a Vector object with OxAO bytes
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Locate the address

V Free V vV RE vV V  Free

Overflowed
Vector obiject

\'

\'

Free

\'
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Bypass ASLR

virtual function 1

virtual function 2
virtual function 3

virtual function 4

viable

XXX Obiject

44




Bypass DEP

* Ret-2-library
* VirtualAlloc
* HeapCreate
* SetProcessDEPPolicy
* NtSetInformationProcess
* VirtualProtect
* WriteProcessMemory

* ZwProtectVirtualMemory
* Ret-2-shellcode

* Pop up a calc.exe

45




il A «' I
P ﬁx P& \|‘ M"




Exploit mitigations




Exploit mitigations

X

DEP ASLR




Exploit mitigations

2
l

2
¥ ﬁ ’,.\

DEP ASLR  EMET
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Exploit mitigations

\ " |
' W]
Al 4

DEP ASLR EMET  Browser
Sandbox




Traditional exploit

* If you ignore EMET and Browser sandbox...

1
2
3.
4.

Locate the base address of DLLs
Build ROP

Execute shellcode

e =

BRY) REE HEH

51




Disadvantage of ROP
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How to exploit without ROP ?




Functionl in Flash Player

bool  cdecl sub 18212D7E(int a1}
{
BOOL wi; FF eax@l
struct _STARTUPINFOA StartupInfo; 7/ [sp+8h] [bp-64h]E1
struct PROCESS INFORMATION ProcessInformation; /7 [sp+4Ch] [bp-28h]E1
LPSTR lpCommandLine; // [sp+5Ch] [bp-18h]@E1
bool whH; ff [sp+6Bh] [bp-1h]@Ed

stropy{{int)&lpCommandLine, {(int)}"iexplore.exe "};
strcat{&lpCommandLine, {const char =)al);
ProcessInformation .hProcess = 8;
ProcessInformation.hThread = 8;
ProcessInformation.dwProcessId
ProcessInformation.duThreadId =
memset (&Startupinfo.lpReserved, Bx48u);
Startuplnfo.wShowWindow = 5;
StartupInfo.ch = 68;
Startuplinfo.dwFlags = 1;
u1 = CreateProcessa{@, lpCommandLine, @, @8, @, 8, 8, 8, & tartupInfo, &Processinformation);
uh = vl t= B;
if ( vl )
{
CloseHandle{ProcessInformation.hProcess);
CloseHandle{ProcessInformation.hThread);
H
free str{&lpCommandLine)};
return vi;
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Functionl in Flash Player

bool  cdecl sub 18212D7E(int a1}

{

BOOL wi; FF eax@l

struct _STARTUPINFOA StartupInfo; 7/ [sp+8h] [bp-64h]E1

struct PROCESS INFORMATION ProcessInformation; /7 [sp+4Ch] [bp-28h]E1
LPSTR lpCommandLine; // [sp+5Ch] [bp-18h]@E1

bool wvé; // [sp+6Bh] [bp-1h]E1
. . s — Let’s change to calc.exe,
strepy{{int)&lpCommandLine, {int)"liexplore.exe "});

strcat{&lpConmandLine, (const char =)al); but reqd-only ..

ProcessInformation .hProcess = 8;

ProcessInformation.hThread = 8;

ProcessInformation.dwProcessId

ProcessInformation.duThreadId =

memset (&Startupinfo.lpReserved, Bx48u);

Startuplnfo.wShowWindow = 5;

StartupInfo.ch = 68;

Startuplinfo.dwFlags = 1;

u1 = CreateProcessa{@, lpCommandLine, @, @8, @, 8, 8, 8, & tartupInfo, &Processinformation);

uh = vl t= B;

if ( vl )

{
CloseHandle{ProcessInformation.hProcess);
CloseHandle{ProcessInformation.hThread);

H

free str{&lpCommandLine)};

return vi;
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Function2 in Flash Player

BOOL _ cdecl sub_ 18688A38(unsigned int lpAddress, unsigned int len, char a3)

LPCUDID vw3; // edi@l

int wh; // ecxiEl

SIZE_T w5; Ff ebz@il EE

SIZE_T wh; // esi@s &

BOOL result; /fFf eax@7

DWORD fl01ldProtect; // [sp+18h] [bp-28h]E4

struct HMEMORY BASIC IHFORMATION Buffer; /f [sp+14h] [bp—1Ch]E5

u3 (LPCUDID}1pAddress;

vl sub_18669EFA();

us len;

if ( 1pAddress % vl || len % vl )
abort{});

fl01ldProtect = 8; , .
do Let’s change to read-write
£

UirtualQuery{vz, &Buffer, Bx21Cu);
ufh = Buffer.RegionSize;
if { uv5 <= Buffer_RegionSize )}
v = uh;
result = UirtualProtect{(LPUDID}v3, v6G, a3 *= 8 ? 32 : 4, &F101ldProtect);
ud = {char =)ud + ubH;

uL —= uh;
¥
while { v5 && result )
return result;
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New exploit

Prepare the arguments

Call Function2 -> VirtualProtect()

Call Function1 -> CreateProcess()

B ()

BRN SH8EE HEW

18
2.
3. Change to “calc.exe”
4,
5t
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Function-Oriented Programming




Disadvantage of FOP




Exploit mitigations

I

A
Browser

Sandbox









http://youtu.be/pyC5NII1BRE

Conclusion

than others
k
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