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Traffic delay 15 min
• In your home directory (/home/ctf) you will find a public/private ssh 

key pair: 

• hitcon-capture, hitcon-capture.pub 

• These files are your team's public/private key pair for accessing the 
capture server. 

• Guard them well!  You should use them to copy down the latest 
capture file which will be deposited every 15 minutes.  You may 
ONLY use SFTP for this transfer. 

• The command should look like: 

• #sftp -i ./hitcon-capture hitcon@10.5.9.3:latest.cap .



Record
• Pcap file every 5 min 

• Each expired token 

• Token leak time



Pcap file



check outbound traffic
• Find token leak traffic from our gamebox. 



Analyse payload
• Eliza exploit 
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• wdub exploit



Easy replay
• wdub directory traversal exploit 
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Obfuscation
• command obfuscation 
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傳說,強隊會拿弱隊當跳板
• 從某隊打過來的攻擊. 
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• 但ppp真的有開發⼀一套framework拿弱隊當跳板



組合技
• Justify exploit => ln -s wdub/flag /tmp/..bb../* 
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• wdub directory traversal  



獲勝關鍵
• 開發難以重放的 Exploit: 

• PPP: justify 

• Hitcon & korea: Eliza  

• 第⼀一層wrapper擋住關鍵字後,迅速Patch Binary 

• 很快找到其他隊的exploit並重放 

• wdub, imap 

• Badge太晚被開發出exploit, 否則名次⼤大洗牌



攻擊⼿手法待改進

• 許多隊伍並不是真的修好漏洞,仔細分析還是能利⽤用 

• Dragon Sector發現部分隊伍imap patch後還是有off by 1 的漏
洞,寫了個⼆二次利⽤用的exploit, 打出⼀一波⼩小爆發 

• PPP發現⼤大部分隊伍在都是靠wrapper擋關鍵字, 

• 利⽤用各種encode繞開關鍵字 

• 透過Justify的exploit幫wdub做alias.繞過保護,組合技搶token 

• PPP發現我們擋掉system函式,直接shellcode叫open()讀token



PPP Combo


