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Vulnerabilities

• Information Leak 

• doinfo - uninitialized variable 

• Stack overflow 

• my_printf() - copy from big size to small size 

• dobuy() - no boundary check



Information Leak
• help 

• info



doinfo()
• PlanetID uninitialized & print as string  

 -> leak previous function stack bp-360h



How to Patch?

• my_printf? argument? 

• PlanetID[32]=0 ? 

• doinfo() stack size? layout?



Try it!



Stack overflow (1)
• “jump “+“a”*796



my_printf()
• msg = function argument 

• Buffer[500] 

• memcpy



dojump()
• Search_name =  sizeof(cmd) - sizeof(“jump “)



get_command_line
•  fgets(cmd,800,stdin)



How to Patch?

• Command length? 

• dojump error handling? 

• my_printf?


