IPC wrapper

ddaa



Inter-Process Communication

« [E process ZBEEEE
» child 11T service , parent $E%; i/o

cilent ” parent @» child

input filter: flag ~ /bin/sh ~ ... execute service
output filter: flag pattern ~ fake flag ~ ...
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pipe (pl);

Plpe pipe (p2) ;
pid = fork():;
wrapper

if (!'pid){ //parent
Blignal (SIGALRM, timeout);
alarm(10);

close(pl[0]):
close(p2[1]):

t

—
-
-

n = read(p2[0], buf, BUFSIZE):;
write(l, buf, n):;

while (1) {
'/ hijack input
n = read(0, buf, BUFSIZE):
if (strstr(buf, "flag")) {
fprintf (stderr, "pwn?\n
exit (0);




Pipe wrapper

close (p2 [0
dupz ( 2 1[0




Socket wrapper

unlink (SOCK PATH) ;

int 5 = . (AF_UNIX, SOCK STREAM, 0);
struct s dr un addr;
memcpy (addr.sun path, SOCK _PATH, strlen(SOCK PATH)):
addr.sun family = AF UNIX;
bind(s, (struct sockaddr *)&addr,
listen(s, 5);:

strlen(addr.sun path) + sizeof (addr.sun family));

SOCK_STREAM, 0):
lm = :l ‘11 ;
~ . 5un path, sizeof (addr.sun path)):

;hﬁdil SUn path, SOCK _PATH, strlen(SOCK PATH)):
- Sun family ;

F
(struct sockaddr *) &addr, strlen(addr.sun path) + sizeof (addr.sun family)):;

NULL, NULL) ;
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Notice
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