Homework 0x02 hint
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Control eax = control eip

bp
: Sp, sebp
SOxfffffff0, %esp
50x10, %esp
50x80483ed, 0xc (%e

int main ()

{

0xc (%esp), $eax

. * g
int (*func) () ; sedX

func = &fool;

(*func) () ;




strtok — what will it happen?

<stdio.h>
<stdlib.h>
<string.h>
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main ()

|:"'|""'

char cmdline[] = "cat np homework 1s so
char *tmp = strtok(cmdline, ™ "):

char *argv[10];

int 1 =0, J;
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while (tmp != NULL) {
argv[i++] = tmp;
tmp = strtok (NULL, "™ ");:

1

]

for (7] = 0; 7 < i; j++)
printf ("%s\n", argv[jl):




alnum
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INC
INC
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TNC
TNC
THNC

DEC
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CX/ECX
DX/EDX
BX/EBX
SP/ESP
BP/EBP
SI/ESI
DI/EDI

AX/EAX
CX/ECX
DX/EDX
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POPAW/POPAD 4

BOUND ...
ARPL ...

Fs: PREFIX
GS: PREFIX

OPERAND SIZE OVERRIDE
ADDRESS SIZE OVERRIDE

PUSH 132 2
PUSH i16 2



Make a decoder

* Allowed characters only [A-Za-z0-9] — [BINSHbinsh].

* We must run a segment of legal shellcode to decode legal data to
illegal shellcode.

alphanumeric =>

decoder m real shellcode



