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ShellShock
ShellShock Tester

This tool helps you to check if your server is vulnerable to CVE-
2014-6271, also known as "ShellShock".
and...
That's bullshit, just pwn and get the flag.

Website: http://

Check

The response will be collected into database.
Course WebSite: http://secprog.cs.nctu.edu.tw Made by atdog.




ShellShock

Error: IP (140.113.208.235) is not vulnerable.

Error (7): Failed to connect to 127.0.0.1 port 80: Connection refused

Error (28): Connection timed out after 2001 milliseconds

DATABASE Msg: Insert OK @2014-12-22 15:36:24

Response: ShellShockTester_atdog
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SQLiteException: unrecognized token - Stack Overflow
stackoverflow.com/.../sqliteexception-unrecognized-token ~ F=Z=(EE

2014=6 5 18H - Table names cannot begin with a number,

unless you use escaping symbols. Try String sqlTables ="
[1_BASICA_1500]"; ...



* Union based?

* Boolean based?
* Error based?

* Time based?

e Qut-of-band?



calc.exe




chengtc@secprog-www: ~/calc
chengtclsecprog-www:~/calc$ ./calc.exe
=== Welcome to SECPROG calculator ===
1+2
3
1+2+
expression error!
1+2*3+4
11
1/0
prevent division by zero
1+0
prevent division by zero

Merry Christmas!
chengtclsecprog-www:~/calcs I




chengtclsecprog-www:~/calc$ objdump -R ca

C.exe: 11le format el1f32-1386

objdump: calc.exe: not a dynamic object
objdump: calc.exe: Invalid operation

gcc —static
return to libc => gg
But easier to find gadgets.
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int calc() Structure

{

int vi; 77 [fp+18h] [bp-5A8h]EL

int v2[188];8 7/ [sp+1Ch] [bp-59Ch]@E5
char 53 sp+1ACh] [bp-48Ch]E2

int wh4; /7 [sp+5ACh] [bp-Ch]@E1

uh = =MK_FP{__G5__ ., 28);
while { 1 )
{
bzero{&s, B=X480u);
if { tget_expri&s, 1824) )

init_ﬁéul{ﬂu1];
if { parse_expr{{int)&s, (int)&ui) )

printf{{const char =)&unk_8BBFBB4, vZ[ul - 1]);
FfFlush{stdout);

¥
}




1oll For ¢ i = @2 : ++i ) Without checking the bound.
20

21 if { {unsigned int){={ BYTE =){i + ai1) - 48) > 9 )

22 £

if ( a2z == 43 )
{

*®(_ DWORD =){al + 4 = (={ DWORD =)al - 2) + 4) += =(_DUWORD =)(al + 4 = (={_ DUORD =})al - 1) + h});
¥

else 1f ( 22 > 43 ) Can we overwrite last value?

ulB = atoifs1);
if  vi8 > @)
{
vl = (=(_DWORD *)a2)++;
*( DWORD =){a? + 4 = vk + 4) = viB;
h
Try to pass filter!
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