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What is Forensics
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* File Format Analysis

e Steganography

e Memory Dump Analysis
* Network Packet Analysis




What is Forensics
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Memory Dump Analysis



Dump Memory
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Dump Memory
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Dump Memory
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Crash It Il

https://docs.microsoft.com/en-us/sysinternals/downloads/notmyfault

Not My Fault

Crash Hang Leak

Copyright © 2002-2016 Mark Russinovich
Contributions by Daniel Pearson

Options

Clicking the Crash button will cause the system to crash.
There is a risk that corrupted memory will be written to disk
or that work may be lost. Close any open applications.

(® High IRQL fault (Kernel-mode)
(O Buffer overflow

(O Code overwrite

(O stack trash

(O High IRQL fault (User-mode)
(O Stack overflow

(O Hardcoded breakpoint

() Double free

Colors...
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Get Dump Memory
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volatility

* \olatile memory extraction utility framework
e RAM Fi=—7%& Volatile memory

e H1RZ plugin AILAFE
e AEETER 7S memory dump 1 2RAVIE = NE




imageinfo

volatility -f file imageinfo

| volatility -f Mem_Evidence.raw imageinfo
Volatility Foundation Volatility Framework 2.6
INFO : volatility.debug : Determining profile based on KDBG search...
Suggested Profile(s) :IWin7SP1x64! Win7SP0x64, Win2008R2SP0x64, Win2008R2SP1x64_23418
AS Layer1 : WindowsAMD64PagedMemory (Kernel AS)
AS Layer2 : FileAddressSpace (/home/oalieno_eecs04/Mem_Evidence.raw)
PAE type : No PAE
DTB : 0x187000L
KDBG : 0xf800027f60a0L
Number of Processors : 1
Image Type (Service Pack) : 1
KPCR for CPU 0 : Oxfffff800027f7d0O0OL
KUSER_SHARED_DATA : Oxfffff78000000000L

Image date and time : 2019-06-29 07:30:00 UTC+0000
Image local date and time : 2019-06-29 13:00:00 +0530




5 volatility -f Mem_Evidence.raw --profile=Win7SP1x64 pslist

pslist

volatility -f file --profile=Win7SP1x64 pslist

Volatility Foundation Volatility Framework 2.6

Offset(V)

Oxfffffa8000ca0040
Oxfffffa80014af950
Oxfffffa8001c57b30
Oxfffffa8000ca8960
Oxfffffa8001c6f760
Oxfffffa8001c751f0
Oxfffffa8001bc1b30
Oxfffffa8001cb5940
Oxfffffa8001cc1b30
Oxfffffa8001d02b30
Oxfffffa8001d30b30
Oxfffffa8001d43a70
Oxfffffa8001dach30
Oxfffffa8001db9b30
Oxfffffa8001dc6850
Oxfffffa8001df1060
Oxfffffa8001e1b890
Oxfffffa8001e45630
Oxfffffa8001eaab30
Ooxfffffa8001ed7b30
Oxfffffa8001f452e0
Oxfffffa8001f81b30
Oxfffffa8001ff9630
Oxfffffa80020bbb30

Name

System
SmSs.exe
CSrss.exe
CSrss.exe
wininit.exe
winlogon.exe
services.exe
lsass.exe
lsm.exe
svchost.exe
VBoxService.
svchost.exe
svchost.exe
svchost.exe
svchost.exe
audiodg.exe
svchost.exe
svchost.exe
spoolsv.exe
svchost.exe
svchost.exe
taskhost.exe
taskeng.exe
dwm.exe

ex

PID

6
5

Sess

0200000000000 0000 =0 =0

Wow64

(e i en B o Jien i en e I en B e I en Bl en I en I e e i en Jien I en Bl en I en Bl en I en il en Jien [l an B an ]

2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29
2019-06-29

UTC+0000
uTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
uTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000



fillescan

volatility -f file -profile=Win7SP1x64 filescan

|~ volatility -f Mem_Evidence.raw --profile=Win7SP1x64 filescan
Volatility Foundation Volatility

Offset(P)

#Ptr

#Hnd

Framework 2.6

Access

NENNE

0x000000003e8009a0
0x000000003e800120
0x000000003e8012d0
0x000000003e8027c0
0x000000003e80d320
0x000000003e812070
0x000000003e812c00
0x000000003e816070
0x000000003e819960
0x000000003e819120

OO0 00O =00 =

\Device\HarddiskVolume2\Windows\System32\catroot
\Device\HarddiskVolume2\Windows\System32\SearchIndexer.exe
\Device\HarddiskVolume2\Windows\System32\esent.dll
\Device\HarddiskVolume2\Windows\System32
\Device\HarddiskVolume2\Windows\winsxs\amd64 microsoft.wir
\Device\HarddiskVolume2\Windows\System32\msidle.dll
\Device\HarddiskVolume2\Windows\System32\netman.dll
\Device\HarddiskVolume2\Windows\System32\rasdlg.dll
\Device\HarddiskVolume2\$Directory
\Device\HarddiskVolume2\Windows\System32\ActionCenter.dll



plugins

i 7 NEERY plugins &7
EaN3E & volatility-plugins

B1RZRIATHY

EH R github ETE

- ||1/
J }

= /5o

E ;_3@515 plugln contest

R


https://github.com/superponible/volatility-plugins
https://github.com/volatilityfoundation/community
https://www.volatilityfoundation.org/2019

chromehistory

volatility —plugins=volatility-plugins/ -f file --profile=Win7SP1x64 chromehistory

| volatility --plugins=volatility-plugins/ -f Challenge.raw --profile=Win7SP1x64 chromehistory
Volatility Foundation Volatility Framework 2.6

Index

URL

http://codechef.com/

https:

//leetcode.com/

http://codeforces.com/

https:
https:
https:
https:
https:
https:
https:
https:

//www.google.com/search?q=HTML5&s. .
//www.google.com/search?g=python&. .
//www.google.com/search?g=bitbuck. .

//gitlab.com/

//www.google.com/search?gq=github+. .
//www.google.com/search?gq=xss&oqg=. .
//www.google.com/search?q=google+. .

//github.com/

.cd2A20QxA0WGHOECAOQBwW&biw=19208&b1ih=861
.9160.1327j0j7&sourceid=chrome&ie=UTF-8
.j015.8221j0j7&sourceid=chrome&ie=UTF-8

.6013.2766j0j7&sourceid=chrome&ie=UTF-8
.9157.1231j0j7&sourceid=chrome&ie=UTF-8
.6014.8083j0j7&sourceid=chrome&ie=UTF-8

Programming Competition,Programming (
LeetCode - The World's Leading Online
Codeforces

HTMLS5 - Google Search

python - Google Search

bitbucket - Google Search

The first single application for the
github students - Google Search

xss - Google Search

google translate - Google Search

The world’s leading software developn
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- INCTF 2019 - Just Do It
- INCTF 2019 - Notch It Up



Network Packet Analysis



wireshark

» RERIRAVEREE S oIS

e commandl line kxREY : tshark

e python package : pyshark

I 4
WIRESHARK



pcap V.S. pcapng

* pcapng fiE pcap next generation FI#EE
AT pcapng Fi2521ChREY pcap
o ] DAR editcap $+5< 12 pcapng ERY pcap

editcap -F libpcap -T ether file.pcapng file.pcap



Filter

http
ip.src == 192.168.0.1 && ip.dst ==127.0.0.1
http and http.request.uri contains "index’

frame contains "flag"



Find Out Field Name

%] radio.pcapng

X 6 R & = # [BCYCUNC 5

¥ | Expression... +

Time Source Destination Protocol Length Info
2530 314.627689193 192.168.43.97 151.101.112.246 HTTP 264 GET /image/62c225bdbe30485332b18cf9cbfbaeb@18b33b21 HTTP/1.
2575 314.750904556 151.101.112.246 192.168.43.97 HTTP 284 HTTP/1.1 200 OK (JPEG JFIF image)
2747 335.708348601 192.168.43.97 151.101.112.246 HTTP 264 GET /image/118247f5437b8a527487f5f99ce576b8fbdc98fc HTTP/1.
2796 335.783556996 151.101.112.246 192.168.43.97 HTTP 1148 HTTP/1.1 200 OK (JPEG JFIF image)
2862 357.022596233 192.168.43.97 104.199.64.136 HTTP 291 GET /?time=1566996509&type=accesspoint HTTP/1.1
2866 357.113306916 104.199.64.136 192.168.43.97 HTTP 73 HTTP/1.1 200 OK (application/json)
3079 366.932999909 192.168.43.97 151.101.12.246 HTTP 264 GET /image/606336f26cd23dc672ba3b1ad9860284e089d7d HTTP/1.
3166 388.541324909 192.168.43.97 151.101.12.246 HTTP 264 GET /image/9f8bd@efcc5566b42dba4064b6ale@356c5dbddd HTTP/1.
3244 400.374465732 192.168.43.97 151.101.12.246 HTTP 264 GET /image/26a3e45a68317a8e21a08b02bb136335b8963ael HTTP/1.
3281 400.496290242 151.101.12.246 192.168.43.97 HTTP 1548 HTTP/1.1 200 OK (JPEG JFIF image)
3306 404.417468723 192.168.43.97 35.224.99.156 HTTP 155 GET / HTTP/1.1
3310 404.768298211 35.724.90.15h 192.168.43.97 HTTP 216 HTTP/1.1 204 No Content
337 Expand Subtrees - 151.101.12.246 HTTP 264 GET /image/7f3fd84167f5f990f570aedd338f8ed31541d085 HTTP/1.
358 Expand All &~ 151.101.112.246 HTTP 264 GET /image/7@0b0c1d8aeld88e5ad4ced559b97bc@6ab@48ee56 HTTP/1.
375 Collapse All H e 151.101.112.246 HTTP 264 GET /image/la3f165b@e7a0ead@3c9f3ad447e05cc2dfad288a HTTP/1.
379 192.168.43.97 HTTP 1262 HTTP/1.1 200 OK (JPEG JFIF image)
382 Apply as Column 151.101.112.246 HTTP 264 GET /image/5955b33bd14a312f331bb3c2dc3ac527fc21d6df HTTP/1.
387 4 oty as Filter 192.168.43.97 HTTP 2678 HTTP/1.1 200 0K (JPEG JFIF image)
B Gico i 151.101.112.246 HTTP 264 GET /image/96b35b373991e847a94926e21f1fddc4as2ec784 HTTP/1.
394 7428 192.168.43.97 HTTP 1382 HTTP/1.1 200 OK (JPEG JFIF image)
39 Conversation Filter 151.101.112.246 HTTP 264 GET /image/77eb7c17cafe550265ac9656051fede651a00d70 HTTP/1.
apg Colorize with Filter 192.168.43.97 HTTP 1106 HTTP/1.1 200 OK (JPEG JFIF image)
495 Follow 151.101.112.246 HTTP 264 GET /image/a392f@f7a7dbc64241769f61717824e40c42a734 HTTP/1.
B Copy ATVdED Eors - 1453 HTTP/1.1 200 OK (JPEG JFIF image)
429 264 GET /image/45881f936e2aadb16355052fdf68cf54eddcacha HTTP/1.1

DO F R aTEytes All Visible Selected Tree Items 578 GET /?flag=Did%20you%20got%20the%s20f 1ags20ats20DCTF?%20N0?%20T ry%20Harder! HTTP/
—— Export Packet Bytes... 38 H Description 0$D - S . ——— E— |

o ood | FeldName _ 0r [
Linux cooked WikiProtocol Page SER e 0 36F

Internet Pro’ Filter Field Reference Value G HV

Transmission Protocol Preferences > As Filter tr3c !
v Hypertext Tr
v [GET / HTTF DecodeAs... Bytes as Hex + ASCII Dump
[Expert Go to Linked Packe ...as Hex Dump

A

Request Show Linked Packet in New Wir

7

/indow ...as Printable Text
"as a Hex Stream e e
Request Version: HTTP/1.1 ...as Raw Binary
Host: connectivity-check.ubuntu.com\r\n ...as Escaped String
Accept: sk/*\r\n
Connection: close\r\n
\r\n
[Full request URI: http://connectivity-check.ubuntu.com/]
0040 2c 94 d4 cl 47 45 54 20 2f 20 48 54 54 50 2f 31 ,...GET / HTTP/1
2e 31 0d @a 48 6f 73 74 3a 20 63 6f 6e 6e 65 63 .l..Host : connec

O ¥ HTTP Request-URI (http.request.uri), 1 byte Packets: 4388 - Displayed: 54 (1.2%) - Load time: 0:0.124 Profile: Default




Filter Expression

Field Name

» BOOTP/DHCP - Bootstrap Protocol

> BT

ATT - Bluetooth Attribute Protocol

Wireshark - Display Filter Expression

Relation

is present

BT GATT HTTP Control Point (UUID 0x2aba) - Bluetooth GATT Attri...

BT GATT HTTP Entity Body (UUID 0x2ab9) - Bluetooth GATT Attribu...
BT GATT HTTP Headers (UUID 0x2ab7) - Bluetooth GATT Attribute ...
BT GATT HTTP Proxy (UUID 0x1823) - Bluetooth GATT Attribute HT...
BT GATT HTTP Status Code (UUID 0x2ab8) - Bluetooth GATT Attrib...

BT GATT HTTPS Security (UUID 0Ox2abb) - Bluetooth GATT Attribute...

» CFLOW - Cisco NetFlow/IPFIX
» EPM - DCE/RPC Endpoint Mapper

¥ HTTP - Hypertext Transfer Protocol

Search:

http

http.accept - Accept

http.accept_encoding - Accept Encoding
http.accept_language - Accept-Language
http.authbasic - Credentials

http.authcitrix - Citrix AG Auth
http.authcitrix.domain - Citrix AG Domain
http.authcitrix.password - Citrix AG Password
http.authcitrix.session - Citrix AG Session ID
http.authcitrix.user - Citrix AG Username
http.authorization - Authorization
http.cache_control - Cache-Control
http.chat - Expert Info

http.chunk_boundary - Chunk boundary
http.chunk_size - Chunk size
http.chunked_trailer_part - trailer-part
http.connection - Connection
http.content_encoding - Content-Encoding
http.content_length - Content length
http.content_length_header - Content-Length
http.content_type - Content-Type
http.cookie - Cookie

http.cookie_pair - Cookie pair

http.date - Date

http.file_data - File Data

http.host - Host

http.last_modified - Last-Modified
http.leading_crlf - Expert Info

http

Click OK to insert this filter

Help

contains
matches
in

Value (Protoco

Predefined Valu

es

Cancel

—dh

X

v

Expression... +

=1

ml)
§c613f0d8521077ec8bcb1e857
bdel4176balf8459e8b32f38b6
IF image)
df91430che7f8c9327cla2fe45
6002665c4196cb@55019f3e7aa
IF image)

2da90e643ab40bad0533c53bac
82301c5ab42e71a359464 1830
IF image)
2e7555205471a2b7d4693612f6
€76124f2dcef8956c8016178f5
IF image)
205220b733942575d06c744ec4
IF image)
bc949052427538e9c745db077e
L[F image)
026b823b02df0c4513a863e106
IF image)
d8d998589d7b40748f6f4463d
IF image)
6ed8fffeBadc285f330216f572
IF image)

HTTP/1.
HTTP/1.

HTTP/1.
HTTP/1.

HTTP/1.
HTTP/1.

HTTP/1.
HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

HTTP/1.

Packets: 4388 - Displayed: 54 (1.2%) - Load time: 0:0.132

Profile: Default




Follow Stream

RE R &= e &8 = H QaQQQ B

X ~ | Expression... +

Source Destination Protocol v Length Info
130450247 93.184.216.34 192.168.43.97 HTTP 1034 HTTP/1.1 200 OK (text/html)
867668969 192.168.43.97 93.184.216.34 HTTP 578 GET /?flag=Did%20you%20got%20the%20f1ag%20at%20DCTF?%20N0?%20Try%20Harder! HTTP/
086287350 192.168.43.97 151.101.12.246 HTTP 264 GET /image/45881f936e2aadbl16355052fdf68cf54eddcacba HTTP/1.1
.733914002 151.101.112.246 192.168.43.97 HTTP 1453 HTTP/1.1 200 OK (JPEG JFIF image)
674253287 192.168.43.97 151.101.112.246 HTTP GET /image/a392f0f7a7dbc6424f769f617f7824e40c42a734 HTTP/1.1
465222028 . 112.246 .168. P (JPEG JFIF image)
3983 485.401050060 192.168.43.97 151.101.112.246 HTT Mark/Unmark Packet b7cl17cafe550265ac9656051fe4e651a00d70 HTTP/1.
3942 475.886457428 151.101.112.246 192.168.43.97 HTT  Ignore/Unignore Packet K (JPEG JFIF image)
3923 475.820925330 192.168.43.97 151.101.112.246 HTT Set/Unset Time Reference 8T 35b373991e847a94926e21f1fddc4a82ec784 HTTP/1.
3873 461.797234942 151.101.112.246 192.168.43.97 HTT  Time Shift... 49T K (JPEG JFIF image)
3824 461.711862725 192.168.43.97 151.101.112.246 B packet Comment.. ~sgc  5b33bd14a312f331bb3c2dc3ac527fc21d6df HTTP/1.
3796 452.689978522 151.101.112.246 192.168.43.97 HTT K (JPEG JFIF image)
3750 452.595306313 192.168.43.97 151.101.112.246 HTT Edit Resolved Name f165b0e7a0ead03cof3a447e05cc2dfad288a HTTP/1.
3588 438.428590835 192.168.43.97 151.101.112.246 HTT i @cld8aeld88e5adced559b97bc@6aba48ee56 HTTP/1.1
3379 420.315978347 192.168.43.97 151.101.12.246 HTT APPly as Filter fd84167f57990f570aedd338f8ed31541d085 HTTP/1.
3310 404.768298211 35.224.99.156 192.168.43.97 HTT Prepare a Filter o Content
3306 404.417468723 192.168.43.97 35.224.99.156 HTT Conversation Filter
3281 400.496290242 151.101.12.246 192.168.43.97 HTT Colorize Conversation
3244 400.374465732 192.168.43.97 151.101.12.246 HTT SCTP 3e45a68317a8e21a08b02bb136335b8963ae1l HTTP/1.
3166 388.541324909 192.168.43.97 151.101.12.246 HTTIRL TCP Stream  b44064b6aled356c5dbdd4d HTTP/1.
3079 366.932999909 192.168.43.97 151.101.12.246 HTT UDP Stream  ba3blad98610284e089d7d HTTP/1.
2866 357.113306916 104.199.64.136 192.168.43.97 T Copy SSL Stream  fison)
2862 357.022596233 192.168.43.97 104.199.64.136 HTT  brotocol Preferences o messpomt HTTP/1.1
2796 335.783556996 151.101.112.246 192.168.43.97 Hl  Decode As.. S———— 2]
2747 335.708348601 192.168.43.97 151.101.112.246 B o AGA GE 247f5437b8a527487f5f99ce576b8fhdc98fc HTTP/1.
2575 314.750904556 151.101.112.246 192.168.43.97 HTT. i K (JPEG JFIF image)

Frame 4006: 1106 bytes on wire (8848 bits), 1106 bytes captured (8848 bits) on interface 0
Linux cooked capture
Internet Protocol Version 4, Src: 151.101.112.246, Dst: 192.168.43.97
Transmission Control Protocol, Src Port: 8@, Dst Port: 52176, Seq: 99951, Ack: 981, Len: 1038
[8 Reassembled TCP Segments (17901 bytes): #3992(1408), #3994(2816), #3996(2816), #4000(1408), #3998(223), #4002(4224), #4004(3968), #4006(1038)]
Hypertext Transfer Protocol
- JPEG File Interchange Format

K (JPEG JFIF image)

\AY Y VYYVYY

v

00 00 00 01 00 06 48 2c a@ 6a b3 15 e2 48 08 00
45 00 04 42 cf 09 40 00 b2 06 01 47 97 65 70 6

Frame (1106 bytes)
() 7  Hypertext Transfer Protocol: Protocol Packets: 4388 - Displayed: 54 (1.2%) - Load time: 0:0.216 Profile: Default




Save Stream Data

HTTP/1.1 200 OK

Etag: "I1h1kVC3/BzCjQRReBqn6xNKK/FnCyyxjE7QPDBksng"
Fastly-Io-Info: ifsz=25084 idim=300x300 ifmt=jpeg ofsz=15087 odim=300x300 ofmt=jpeg
Fastly-Stats: io=1

Cache-Control: max-age=315360000

Accept-Ranges: bytes

Date: Wed, 28 Aug 2019 12:43:55 GMT

Age: 91209

Connection: keep-alive

X-Served-By: cache-ord1742-0RD, cache-hhn4067-HHN

X-Cache: HIT, HIT

X-Cache-Hits: 1, 1 Save As: | outpu
Access—-Control-Allow-0Origin: *
Content-Type: image/jpeg
Content-Length: 15087

Tags:

Where: @ oalieno
..mntrRGB XYZ ....

. )/'%'/9339GDG]]1}...C

. )/'%"'/9339GDG] ]} cpee
Hillshe o (0B " e |02 0 0 cfdso o olids o ST g
%&"' ()*456789: CDEFGHIJSTUVWXYZcdefghijstuvwxyz
..................... W cooooodllo &0 2o o oo oo o
SRS 67 8 O Gl E Gl T S T 7 Gt e T S X 2 e e e e e e R e e Y e R Rty et R Yn R Hal Yot m e R A Ra et e e et a Y= e Y ety R Tat Y teRn R YmtmTeReY e mt e YatImRaRetal- Yot imtaReY=Tt=

72 0 o) o[ SRS o 20 ol 2720 oo 8 o= o=6 T 5] - ol Halllas ) c
«:P+...5...a.>.Pj|.c..1.Zq..MjD..?23(.b"'.)....g..
..N..B...u'a.T5d.UsZ..bQE.b

.9.9Q....QE.D..Q@. .0Q@.4..R P(.85%...1..
=" @l o[walEao o o sJEZN o 20 sl e 20 0 oo alfo o o

1l R el e Qe e (U S A M e PES ol e s SR a e LS (e fa i S Y alalale

0 client pkts, 2 server pkts, 0 turns.

151.101.112.246:80 - 192.168.43.97:52142 (46 kB) [T Show and save dataas ASCII
Find: ||

Help Filter Out This Stream Print Save as...




Export Objects

@ Wireshark @ File Edit (07:10) (V] (-}

Open %0 | radio.pcapng
open Recent > | X} v | Expression.. : +
Merge... Destination Protocol v Length Info
2335 EHORE e 192.168.43.97 HTTP 2765 HTTP/1.1 200 OK (JPEG JFIF image)
2299 [N W 151.101.112.246 HTTP 264 GET /image/ba9f2138015f926ed8fffe8adc285f330216572 HTTP/1.
2241 192.168.43.97 HTTP 1086 HTTP/1.1 200 OK (JPEG JFIF image)
2187 T %S 151.101.112.246 HTTP 264 GET /image/8b96f771abe2f3d8d998589d7b40748F6F4463d HTTP/1.
S Save As... 192.168.43.97 HTTP 5264 HTTP/1.1 200 OK (JPEG JFIF image)
2109 151.101.112.246 HTTP 264 GET /image/77eb7c17cafe55026b823b02df0c4513a863e106 HTTP/1.
pl138 File Set 192.168.43.97 HTTP 691 HTTP/1.1 200 OK (JPEG JFIF image)
2001 151.101.112.246 HTTP 264 GET /image/474115d5ea751cbc949052427538e9c745db077e HTTP/1.
ezl Export Specified Packets... 192.168.43.97 HTTP 329 HTTP/1.1 200 OK (JPEG JFIF image)
Wzl] Export Packet Dissections 151.101.12.246 HTTP 264 GET /image/e08b756820a7c5a05220b733942575d06c744ecd HTTP/1.
] Export Packet Bytes.. .168.43.97 HTTP 1243 HTTP/1.1 200 OK (JPEG JFIF image)
1645  Export PDUs to File... 151.101.12.246 HTTP 264 GET /image/336471918174b6c76124f2dcef8956c8016178f5 HTTP/1.1
EFE]  Export SSL Session Keys... a1 17,246 HTTP 264 GET /image/d3b33d8067e34f2¢7555205471a2b7d4693612f6 HTTP/1.
L1} Export Objects > B 13.97 HTTP 2696 HTTP/1.1 200 OK (JPEG JFIF image)
1420 | HTT 112. 246 HTTP 264 GET /image/c588ccad32d0d482301c5ab42e71a3594647830 HTTP/1.
1195 %P 112.246 HTTP 264 GET /image/7e79bbb6f3c7e32da90e643abddbades533c53bac HTTP/1.
1153 104.841914152 35.222.85.5 43.97 HTTP 216 HTTP/1.1 204 No Content
1151 104.540409422 192.168.43.97 TR . 5 HTTP 155 GET / HTTP/1.1
1118 99.193713984 151.101.112.246 “1068. 43.97 HTTP 1302 HTTP/1.1 200 OK (JPEG JFIF image)
1071 99.089597492 192.168.43.97 .101.112.246 HTTP 264 GET /image/41d223339d4a7b6002665c4196cb055019f3e7aa HTTP/1.
1009 91.275022988 192.168.43.97 151.101.112.246 HTTP 264 GET /image/43b85702779d9cdf91430cbe7 f8c9327c1a2fed5 HTTP/1.
937 82.286458638 151.101.112.246 192.168.43.97 HTTP 1331 HTTP/1.1 200 OK (JPEG JFIF image)
912 82.222741373 192.168.43.97 151.101.112.246 HTTP 264 GET /image/@843f93df10815bde14176balf8459e8b32f38b6 HTTP/1.
538 23.919755533 192.168.43.97 151.101.112.246 HTTP 264 GET /image/20d5ccc04cha362c613f0d8521077ec8bcble857 HTTP/1.
26 11.469138566 93.184.216.34 192.168.43.97 HTTP 1040 HTTP/1.1 200 OK (text/html)
24 11.220152685 192.168.43.97 93.184.216.34 HTTP 523 GET /?flag=welcome! HTTP/1.1

Frame 1645: 264 bytes on wire (2112 bits), 264 bytes captured (2112 bits) on interface @
Linux cooked capture
» Internet Protocol Version 4, Src: 192.168.43.97, Dst: 151.101.12.246
» Transmission Control Protocol, Src Port: 35840, Dst Port: 80, Seq: 393, Ack: 53909, Len: 196
- Hypertext Transfer Protocol

View Go Analyze Statistics Telephony Wireless Tools Help i} é @ D QA M & = 100%E B— TFu56 =

00 04 00 01 00 06 50 76 af 24 eb ef 00 00 08 00 ......
45 00 00 f8 aa 63 40 00 40 06 ff 37 c0 a8 2b 61 .
97 65 0c f6 8c 00 00 50 b9 3e 4d 45 7a fd bb b9 .e.....

() 7  Hypertext Transfer Protocol: Protocol Packets: 4388 - Displayed: 54 (1.2%) - Load time: 0:0.216 Profile: Default
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tshark example

tshark -r radio.pcapng -Y "http and http.request.uri contains image" -T fields -e 'http.request.uri’

o -r: BZ1THI pcap 1EE
o -Y : filter 58I

e ¢ : E extract RUIENI

o -T: extract AU T



pyshark example

#!/usr/bin/env python3
import pyshark

cap = pyshark.FileCapture('./radio.pcapng’, display_filter = "http")

for packet in cap:
try:
if 'image’ in packet.http.request_uri:
print(packet.http.request_uri)
except AttributeError:
pass



