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What Wrong?

#include <stdio.h>
int main(){
char buf[50];
scanf("%49s" ,buf);
printf(buf);
return 9;
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Format String Attack

o EFMoILUITHI Format String HIRHE - LA EHETEEES
o Z(ERAHER Format

e %p leak stack

o %s leak EEMUE

e %n write



X64 Call function argument

o A 6 ESEMKFEMWE rdi, rsi, rcx, rdx, r8, r9
o T MHISLEINIE stack

rdi argvl rbp-0x10 XXX XXXXX

rsi argv2 rbp-0x8 XXXXXXXX

rcXx argv3 rbp Saved rbp

rdx argva rbp+0x8 Return Addr
r8 argvs rbp+0x10 argv7

ro argveé rbp+0x18 argv8g
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SEANBLL 8byte B hex EDHZR
# leak stack FEME



%S

o 22 RFIFRIIEIRAVIEEIM pointer EMFEREIELR
o TJLIAZRMESRE



Labl

e https://bamboofox.cs.nctu.edu.tw/courses/9/challenges/189



https://bamboofox.cs.nctu.edu.tw/courses/9/challenges/189

%N

o JPIAHKREANERIZZEEFH pointer fEMHY memory
o EANERRBALIHNTENFITSE

e E.X aaaaaXn

R oo %11n 8 bytes
o OJPIFEEE ANRE
o UxcOIMEBOY x BAZBEFT %n ke
e E.X %8ckn %hn 2 bytes
o TEHA 8
%hhn 1 bytes




%N

o EEE@%E%)\EWEE%*E?W( - MRB—RETEEIREZEE - FRLIE
o EIFENBEEE—RE 2 bytes 3 4 bytes
o E.X EE A 0xdeadbeef

o MRERE %3735928559c%11ln EHIFEIEEAR - AT

o EiFOJPITMEEE - T oxdead IR @xbeef

o TELEEVNRIEBESLR

o 7%48879c%n%8126Ckn

e 8126 = Oxdead-Oxbeef



Lab2

e https://bamboofox.cs.nctu.edu.tw/courses/9/challenges/190



https://bamboofox.cs.nctu.edu.tw/courses/9/challenges/190

Format String Chain

o EELIER D » eI ABIIE —REZEEEZE AR Address E7E Format String
ZH - AER %x$n EBA -

o BIUNIREVENAZTE .bss 3¢ .data - MEZA PIE {R:& - ABFE Format String LERARALA
ZAB%E -

o WIRBAEZEIFN - #hol LIAEERIS
e ERMNA

e RBP Chain
Argv Chain

I e
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o ==/ RBP Chain
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RBP Chailn

e func3 saved rbp -> func2 saved rbp
e func2 saved rbp -> funcl saved rbp
o 538 %n func3 saved rbp TJLI¥J func2 saved rbp
o i %n func2 saved rbp TIPI¥ funcl saved rbp

o BRUNFIAEE A 0x12345678 F| oxdeadbeef

o HMOIPIE® %n func3 saved rbp i Oxdeadbeef EZF func2 saved
rbp

o IEFF func2 saved rbp HEMEERKMEERE WM oxdeadbeef
o EEFEMB %n func2 saved rbp FLOJLIIE 0x12345678 = A 0Oxdeadbeef

o [EREXTEHE leak stack address MN#EX stack overflow HVIEL b -
HMEZ AR partial overwrite saved rbp 2REIE return
address (HABAIERZE ox8 EREZHE —HHR)
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