
Homework 0x01 Hint
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1-1 Tormity

• This is bonus… 
• All hints are on the website. :p
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1-2 simpleshell

• Are you familiar with static analysis? 
• nc secprog.cs.nctu.edu.tw 10001 
!

• Using disassemblers, like ida pro, may 
help you a lot.
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• All you need is  
– info 
– login 
– key



Reverse Encryption Algorithm 1

• Patch strange jump



Reverse Encryption Algorithm 2

• Manually decode it! (from 080489C5) 
– Ebp-54 = buf 
– Ebp-10 = len 
– …. 
– …. 
– …



Decryption

• Get seed from “info” command 
• A ^ B = C => A = C ^ B 
• Bypass authentication



1-3 oc

• Something is happening in Hong Kong.... 
• nc 140.113.208.235 10002 
!

• btw, oc = Occupy Central

8



!?

• http://repo.hackerzvoice.net/
depot_ouah/linux-anti-debugging.txt

9

http://repo.hackerzvoice.net/depot_ouah/linux-anti-debugging.txt


Mission Impossible?

• Using dynamic analysis to find how the 
program execute.
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Then…magic~~~~~
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Write-up

• Subject: “0056059 Secprog HW1 Writeup” 
• Attachment: “0056059_hw1.zip” 
– “0056059_hw1_1.pdf” 
– “0056059_hw1_2.pdf” 
– “0056059_hw1_3.pdf” 

• Deadline: before 10/14 23:59


