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Some
Security Facts
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#1 Security Matters
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Security Matters

•In the past
•Virus
•Trojan
•Spam

•Now, we have more …
•Bots
•Mobile malware
•Social engineering – phishing, spear-phishing, APT
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BIG Events in Taiwan
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BIG Events in Taiwan (Cont’d)
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#2 Shift of “Entry Points”
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Network Attacks: R2L and U2R

•R2L – from remote to local: Active Attacks!

•U2R – from user to root: Privilege Escalation!
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Attacks Shift from Servers to 
Clients – 2007
•View Points from Bruce Schneier
•Operating systems have fewer vulnerabilities
• Significant growth in the number of client-side 

vulnerabilities
•Users are allowed to browse Internet in their 

organizations
•Web application vulnerabilities account for half of 

vulnerabilities
•Attackers are finding more creative ways to obtain 

sensitive data from organizations
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Network Attacks: R2L and U2R

•R2L – from remote to local: Active Attacks!

•U2R – from user to root: Privilege Escalation!

•R2L – from remote to local: Passive Attacks!

•U2R – from user to root: Privilege Escalation!
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#3 Easy to be Compromised, but 
Hard to be Detected/Recovered
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Incident Timeline for Financial 
Services
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Source: VerizonEnterprise Data Breach Investigations Report, 2016



Exploit Kits are Popular for 
Hackers
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Source: Microsoft Security Intelligent Report Vol. 22, Jan-Mar, 2017



Pay and then Go!
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Source: McAfee, 2017



Major Milestones in the Evolution 
of Evasion Techniques
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Source: McAfee, 2017



Hosts in Taiwan are More 
Vulnerable!? – Ransomware 
•Top #3 – 0.67% Encounter Rate (2016)

18

Source: Microsoft Security Intelligent Report Vol. 21, Jan-Jun, 2016



Hosts in Taiwan are More 
Vulnerable!? – Drive-by-Download 
Hosts
•Top #1 – 7.4 URLs per 1000 URLs (2016 and 2017)
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Source: Microsoft Security Intelligent Report Vol. 21/22, Jan-Jun, 2016 and Jan-Mar, 2017



#4 Can be Systematically Handled
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How to Attack?

21Source: CyCraft @ Medium, 2020
https://medium.com/cycraft/cycraft-classroom-mitre-att-ck-vs-cyber-kill-chain-vs-diamond-model-1cc8fa49a20f



MITRE Att&ck
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MITRE Engage
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#5 Threat Landscape
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ENISA Threat Landscape 2018
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ENISA Threat Landscape 2020
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ENISA Threat Landscape 2021

•Ransomware

•Malware

•Cryptojacking

•Email related threats

•Threats against data

•Threats against availability and integraity

•Disinformation – misinformation

•Non-malicious threats

27



Software 
Security
One important root cause of security issues
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Information Security: CIA
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People Think Security is …
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Source: https://www.roadtripsaroundtheworld.com/a-pocket-guide-to-medieval-castle-vocabulary/

https://www.roadtripsaroundtheworld.com/a-pocket-guide-to-medieval-castle-vocabulary/


A Typical Case on Security
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Source: http://ithare.com/64-network-dos-and-donts-for-multi-player-game-developers-part-viib-security-concluded/

http://ithare.com/64-network-dos-and-donts-for-multi-player-game-developers-part-viib-security-concluded/


CVE: Common Vulnerabilities 
and Exposures
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Source: https://www.cvedetails.com/browse-by-date.php



Improve Software Security

•Write clean codes

•Write bug-free codes

•Find (and then patch) bugs (automatically!)
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Write Clean Codes
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Writing Clean Codes

•Meaningful names

•Managable functions

•Good & correct comments

•Coding style and format

•Error handling

•Unit tests
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Meaningful Names

•The variable interprets itself

•Distinguish between names

36

int d;  // days since last modification

int copyChars(char *a1, char *a2);



Managable Functions

•Small!

•Do one thing

•Liminted number of arguments (<3 ?)

•No side effects
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Function: No Side Effects

38

1: boolean checkPassword(String userName, String password) {
2:   User user = UserGateway.findByName(userName);
3:   if (user != User.NULL) {
4:    String codedPhrase = user.getPhraseEncodedByPassword();
5:    String phrase = crypto.decrypt(codedPhrase, password);
6:    if ("Valid Password".equals(phrase)) {
7:        Session.initialize();
8:        return true;
9:    }
A:   }
B:   return false;
C: }



Comments

•Good code is just like good joke
-- it needs no explanation

39

// declare two integers a, b
// read user inputs for a and b
// display a^2 + b^2
// exit with success

int main() { 
int a,b; 
cin>>a>>b; 
cout<<a*a+b*b; 
return 0;

}



Error Handling

•Always perform the check

•Exceptions and return codes

•Do not return NULL

•Do not pass NULL
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Write Bug-Free Codes
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Writing Bug-Free Codes

•Common mistakes

•Enable all compiler warnings

•ASSERT!

•Fortify source codes

•Many other guidelines
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Common Mistakes: OWASP List 
of Vulnerabilities (60+)

43

Allowing Domains or Accounts to Expire
Buffer Overflow
Business logic vulnerability
CRLF Injection
CSV Injection
Catch NullPointerException
Covert storage channel
Deserialization of untrusted data
Directory Restriction Error
Doubly freeing memory
Empty String Password
Expression Language Injection
Full Trust CLR Verification issue Exploiting Passing Reference Types by 
Reference
Heartbleed Bug
Improper Data Validation
Improper pointer subtraction
Information exposure through query strings in url by Robert Gilbert 
(amroot)



Common Mistakes: CWE Top 25 (2019)

44

Rank ID Name Score

[1] CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer 75.56

[2] CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 45.69

[3] CWE-20 Improper Input Validation 43.61

[4] CWE-200 Information Exposure 32.12

[5] CWE-125 Out-of-bounds Read 26.53

[6] CWE-89 Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') 24.54

[7] CWE-416 Use After Free 17.94

[8] CWE-190 Integer Overflow or Wraparound 17.35

[9] CWE-352 Cross-Site Request Forgery (CSRF) 15.54

[10] CWE-22 Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 14.10

[11] CWE-78 Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection') 11.47

[12] CWE-787 Out-of-bounds Write 11.08

[13] CWE-287 Improper Authentication 10.78

[14] CWE-476 NULL Pointer Dereference 9.74

[15] CWE-732 Incorrect Permission Assignment for Critical Resource 6.33

[16] CWE-434 Unrestricted Upload of File with Dangerous Type 5.50

[17] CWE-611 Improper Restriction of XML External Entity Reference 5.48

[18] CWE-94 Improper Control of Generation of Code ('Code Injection') 5.36

[19] CWE-798 Use of Hard-coded Credentials 5.12

[20] CWE-400 Uncontrolled Resource Consumption 5.04

[21] CWE-772 Missing Release of Resource after Effective Lifetime 5.04

[22] CWE-426 Untrusted Search Path 4.40

[23] CWE-502 Deserialization of Untrusted Data 4.30

[24] CWE-269 Improper Privilege Management 4.23

[25] CWE-295 Improper Certificate Validation 4.06

https://cwe.mitre.org/data/definitions/119.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/89.html
https://cwe.mitre.org/data/definitions/416.html
https://cwe.mitre.org/data/definitions/190.html
https://cwe.mitre.org/data/definitions/352.html
https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/78.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/287.html
https://cwe.mitre.org/data/definitions/476.html
https://cwe.mitre.org/data/definitions/732.html
https://cwe.mitre.org/data/definitions/434.html
https://cwe.mitre.org/data/definitions/611.html
https://cwe.mitre.org/data/definitions/94.html
https://cwe.mitre.org/data/definitions/798.html
https://cwe.mitre.org/data/definitions/400.html
https://cwe.mitre.org/data/definitions/772.html
https://cwe.mitre.org/data/definitions/426.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/269.html
https://cwe.mitre.org/data/definitions/295.html
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歷史給我們唯一的教訓，
就是我們無法從歷史中得到
任何教訓。

—日耳曼哲學家 黑格爾



Common Mistakes: CWE Top 25 (2022) 
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Rank ID Name Score

[1] CWE-787 Out-of-bounds Write 64.2

[2] CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 45.97

[3] CWE-89 Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') 22.11

[4] CWE-20 Improper Input Validation 20.63

[5] CWE-125 Out-of-bounds Read 17.67

[6] CWE-78 Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection') 17.53

[7] CWE-416 Use After Free 15.5

[8] CWE-22 Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 14.08

[9] CWE-352 Cross-Site Request Forgery (CSRF) 11.53

[10] CWE-434 Unrestricted Upload of File with Dangerous Type 9.56

[11] CWE-476 NULL Pointer Dereference 7.15

[12] CWE-502 Deserialization of Untrusted Data 6.68

[13] CWE-190 Integer Overflow or Wraparound 6.53

[14] CWE-287 Improper Authentication 6.35

[15] CWE-798 Use of Hard-coded Credentials 5.66

[16] CWE-862 Missing Authorization 5.53

[17] CWE-77 Improper Neutralization of Special Elements used in a Command ('Command Injection') 5.42

[18] CWE-306 Missing Authentication for Critical Function 5.15

[19] CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer 4.85

[20] CWE-276 Incorrect Default Permissions 4.84

[21] CWE-918 Server-Side Request Forgery (SSRF) 4.27

[22] CWE-362 Concurrent Execution using Shared Resource with Improper Synchronization ('Race Condition') 3.57

[23] CWE-400 Uncontrolled Resource Consumption 3.56

[24] CWE-611 Improper Restriction of XML External Entity Reference 3.38

[25] CWE-94 Improper Control of Generation of Code ('Code Injection') 3.32



Microsoft: Product CVE Statistics

•70%+ CVEs are memory safety bugs 

47

Source: ZDNet https://www.zdnet.com/article/microsoft-70-percent-of-all-security-bugs-are-memory-safety-issues/

https://www.zdnet.com/article/microsoft-70-percent-of-all-security-bugs-are-memory-safety-issues/


Microsoft: Category Breakdown

•Heap++, but Stack--
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Source: ZDNet https://www.zdnet.com/article/microsoft-70-percent-of-all-security-bugs-are-memory-safety-issues/

https://www.zdnet.com/article/microsoft-70-percent-of-all-security-bugs-are-memory-safety-issues/


Enable ALL Compiler Warnings
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if(ch = 'a') {
printf("Oh ... You typed 'a'\n");

}1



ch = getchar();
if('a' == ch ^ 0x20) {

printf("Matched ... %x %x %x\n", 'a', ch, ch ^ 0x20);
}

2

Enable ALL Compiler Warnings

50



char buf[64];
gets(buf);
printf(buf);3

Enable ALL Compiler Warnings
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ASSERT!

•Ensure that everything goes well

•For debug ONLY!
•assert() could be removed in non-debug mode

(e.g., -DNDEBUG)
52

a = malloc(16);
assert(a != NULL);

char getChar(const char *buf, size_t sz, int idx) {
assert(buf != NULL && idx >= 0 && idx < sz);
return buf[idx];

}



ASSERT: USE WITH CARE!

•EOS Node Remote Code Execution Vulnerability

53Source:
https://blog.360totalsecurity.com/en/eos-node-remote-code-execution-vulnerability-eos-wasm-contract-function-table-array-out-of-bounds/

https://blog.360totalsecurity.com/en/eos-node-remote-code-execution-vulnerability-eos-wasm-contract-function-table-array-out-of-bounds/


ASSERT: Re-Implemented
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#define MY_ASSERT(x) \
if (!(x)) { \

fprintf(stderr, "%s/%s(), line %d: (" #x ")\n", \
__FILE__, __FUNCTION__, __LINE__); \

abort(); \
} else

a = malloc(16);
MY_ASSERT(a != NULL);



Fortify Source Codes

•Many commercial tools

•The lint software – originates from a UNIX 
utility to examine C source codes

•Also available in different languages
•Static code analysis tools
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Other Guidelines

•CERT C Coding Standard (2016 Edition)
•https://wiki.sei.cmu.edu/confluence/display/c

•MISRA C 2012
•The Motor Industry Software Reliability Association 

@ UK
•汽車工業軟件可靠性協會

•Many books and online references
•Writing { Clean | Solid | Secure | Bug-Free } Codes
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https://wiki.sei.cmu.edu/confluence/display/c


Find Bugs
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Backdoor vs. Bugdoor
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Source: https://www.wired.com/story/huawei-threat-
isnt-backdoors-its-bugs/

Source: http://funnyenglish.altervista.org/17-
idioms-with-animals-horse/

https://www.wired.com/story/huawei-threat-isnt-backdoors-its-bugs/
http://funnyenglish.altervista.org/17-idioms-with-animals-horse/


Finding Bugs

•LOC?
•OS kernel: Linux and Windows
•Web software: Apache, Chrome, and Firefox

•Usually we want to do it automatically (or
programmatically)!
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How to Automate?

•Visit everywhere in the codes
•Symbolic execution vs. Fuzzing
•Symbolic execution
•Solving constraints
•Constraints for C: a > 10 && b < 5
•Constraints for D: a > 10 && b >= 5
•Constraints for E: a > 10 && b = ?

•Fuzzing
•Randomly try a and b

60

1: if (a > 10) {
2:   if (b < 5) {
3:      ok();
4:   } else {
5:      bug();
6:   }
7:
8: }

A

B

C D

E

F

a > 10
a <= 10

b >= 5b < 5



Fuzz Testing (Fuzzing)

•An automated process to find bugs / 
vulnerabilities

61

Program / System
Under Test

ObserverFuzzer
outputinput

feedback

fuzz target



Fuzz Testing (Fuzzing) (Cont’d)

•Fuzzing is different from unit testing

•Unit testing
•Known input + Expected output
•Good for regression testing

•Fuzz testing (fuzzing):
•Random input + Unexpected crash
•Good for security testing
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Type of Fuzzers:
Knowledge about the Target
•Black box: Zero knowledge

•Gray box: Some knowledge

•White box: Full knowledge

63

Black Box Gray Box White Box



Type of Fuzzers:
How Inputs are Generated

•Random Fuzzing: Knows nothing

•Template Fuzzing: Knows format, but no state

•Generation-based Fuzzing: Grammar + state

•Evolutionary Fuzzing: Based on feedback

64



How Fuzzing Works?
– A Blackbox Fuzzer

65

Crash here!

Refer to: Lava-M dataset
https://sites.google.com/site/steelix2017/home/lava

https://sites.google.com/site/steelix2017/home/lava


How Fuzzing Works?

66



How Fuzzing Works?
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How Fuzzing Works? A Typical 
Evolutionary Graybox Fuzzer

•Input (seeds)
•Output (crashed seeds)
•Key functions

• choose_next

•assign_energy

•mutate_input

• is_interesting
68



Bugs Found by Fuzzers

•AFL – Author’s website
•https://lcamtuf.coredump.cx/afl/#bugs
•400+ bugs

•AFL-CVE – Collected CVE from 3rd Parties
•https://github.com/mrash/afl-cve
• (2013-2017)  300+ bugs

•Syzbot – Linux kernel bugs
•https://syzkaller.appspot.com/upstream
• (2017—) 5000+ bugs
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https://lcamtuf.coredump.cx/afl/#bugs
https://github.com/mrash/afl-cve
https://syzkaller.appspot.com/upstream


SSDLC Integration

SDLC
•Requirements

•Design

• Implementation/Coding

•Testing/Verification

•Deployment/Operation

•Maintenance

Secure SDLC
•Add security-related 

activities to all phases

•Continuous security 
integration

•Guidelines
• MS SDL
• NIST 800-64

• OWASP CLASP
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SSDLC: Google’s OSS Fuzz

•Continuous fuzzing for open source software

•https://github.com/google/oss-fuzz

71

https://github.com/google/oss-fuzz


Learning Security
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Resources

•Courses

•Clubs / Communities / Companies

•Competitions

•Certificates
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Security Professors in CS Dept.
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謝續平
網路安全、企業資安

曾文貴
密碼學、資訊安全、網路安全

林盈達
網路安全

蔡錫鈞
密碼學

王協源
網路安全

楊武
系統安全

黃世昆
網路安全

吳育松
系統安全

黃俊穎
網路安全

李奇育
網路和系統安全

吳凱強
硬體安全



Security Courses in CS Dept.
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Courses

•Coursera
•https://www.coursera.org/search?query=security

•PwnCollege
•https://pwn.college/

76

https://www.coursera.org/search?query=security
https://pwn.college/


Clubs / Communities / Companies

•各大學資安社

•AIS3 / HITCON / TDOHacker / UCCU

•多到數不清的資安公司
•實習機會
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Competitions

•Domestic ONLY
•科技部/女婕思(三月報名)
•AIS3/MyFirstCTF (四月報名)
•技服中心/金盾獎 (九月報名)
•AIS3/EOF (十二月報名)

•International … Many online CTFs
•PicoCTF - https://picoctf.org/
•https://ctftime.org/event/list/upcoming

78

https://picoctf.org/
https://ctftime.org/event/list/upcoming
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Certificates
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Source: https://pauljerimy.com/security-certification-roadmap/

https://pauljerimy.com/security-certification-roadmap/


Other Resources

•DVWA
•Damn Vulnerable Web Application

•OWASP Goat 系列
•WebGoat, NodeGoat, PyGoat, AndroGoat
•https://owasp.org/projects/

•Vulhub弱點系列
•https://github.com/vulhub/vulhub
•https://www.vulnhub.com/
•https://vulhub.org/ (對岸)
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https://owasp.org/projects/
https://github.com/vulhub/vulhub
https://www.vulnhub.com/
https://vulhub.org/


Bug Bounties

82
Source: https://itblogr.com/list-of-bugbounty-croudsource-platforms/

Source:
https://msrc-blog.microsoft.com/2021/07/08/microsoft-
bug-bounty-programs-year-in-review-13-6m-in-rewards/



Bug Bounties – HackerOne

83

Source: https://hackerone.com/directory/programs?order_direction=DESC&order_field=average_bounty



Bug Bounties – Microsoft 
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Source: https://www.microsoft.com/en-us/msrc/bounty?rtc=1



Summary
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Takeaway Points

•Security is an endless arms race

•Software security is the fundamental!

•Mindset to improve software security

•Learning security for fun and profit!
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Q & A
Thanks for your attention

chuang@cs.nctu.edu.tw
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