
Secure Programming 
Smashing the Stack



• What is buffer overflow? 

• How buffer overflow happens? 

• Exploit stack-based buffer overflow



Buffer Overflow

• 在對變數做操作時,沒有檢查邊界就直接寫⼊入 

• 後⾯面的資料被覆蓋 

• 程式Crash



Different Crash

• 覆蓋指標 -> 記憶體 讀/寫 錯誤 

!

!

• 覆蓋EIP -> 執⾏行錯誤



How Buffer Overflow  happens

• Use unsafe function 

• Copy data without boundary check



Unsafe function

• gets 

• scanf  

• sprintf 

• strcpy 

• strcat



Use safe function

• gets -> fgets 

• scanf -> never use scanf(%s) 

• sprintf -> snprintf 

• strcpy -> strncpy 

• strcat -> strncat



Copy data with inappropriate 
boundary check (1)

• Size relies on user input



Copy data with inappropriate 
boundary check (2)

• Off-by-one 

!

!

• Integer overflow



Stack-based buffer overflow

• 控制程式執⾏行流程 - Overwrite EIP 

• Writing Shellcode 

• Locating Stack/Library address 

• Executing Arbitrary Code



Overwrite EIP

• 利⽤用 overflow 覆蓋前⼀一函式的 Return Address



Offset from Variable to EIP

• EIP offset = 12 (buf) + 4 (ebp) 



Offset from Variable to EIP

• EIP = EBP + 4 

• buf[0] = EBP - 20  

• input => A*24 + EIP

strcpy(&ebp-0x14 , input)



Stack-based buffer overflow

• 控制程式執⾏行流程 - Overwrite EIP 

• Writing Shellcode 

• Locating Stack/Library address 

• Executing Arbitrary Code



What is Shellcode?

• shellscript code 

• Machine code can directly executed 



Shellcode database

• 找現成的shellcode來⽤用 

• 需注意作業系統與指令架構 

• http://shell-storm.org/shellcode/

http://shell-storm.org/shellcode/


Testing and debug Shellcode

• Execute and trace it! 

• strace ./a.out



Write your own shellcode

• nasm -f bin -o sc.bin sc.asm 

• xxd -i sc.bin 

!

!

!

• Ref: http://www.vividmachines.com/shellcode/shellcode.html

http://www.vividmachines.com/shellcode/shellcode.html


Position Independent

• 因shellcode放進去後不能確定位置 

• 所有jmp, call都必須使⽤用相對位置 

• 沒有ASLR的程式/函式庫的資料可以⽤用絕對位置



Null Free shellcode

• xor eax,eax ; \x31\xc0 => set eax=0 

• shr eax,0x8 ; set eax = 0x00xxxxxx 

• push(b|w) ; push byte/word without zero padding



Alphanumeric shellcode

• Shellcode with 0-9 a-z A-Z 

• use printable opcode 

• xor encode/decode 



Practice 1

• Executing arbitrary code with address information 

• secprog.cs.nctu.edu.tw:10101 

• gcc -fno-stack-protector -z execstack  

• http://ppt.cc/SU8E

http://ppt.cc/SU8E


Stack-based buffer overflow

• 控制程式執⾏行流程 - Overwrite EIP 

• Writing Shellcode 

• Landing shellcode/library 

• Executing Arbitrary Code



Leak information

• Overwrite string’s null byte  

• Overwrite pointer to leak information 

• Call write/print … to get memory data



Bruteforce

• nop-sled * n 

• \xef\xfe  ; infinite loop  

• while(1) 

  0xbfbf0000+i*n 

  i++



Jmp esp

• find “jmp esp” in text/library 

• grep “\xff\xe4”

ESP after return



Practice 2

• Executing arbitrary code without address info 

• secprog.cs.nctu.edu.tw:10102 

• gcc -fno-stack-protector -z execstack  

• http://ppt.cc/yK6M

http://ppt.cc/yK6M


Stack-based buffer overflow

• 控制程式執⾏行流程 - Overwrite EIP 

• Writing Shellcode 

• Locating Stack/Library address 

• Executing Arbitrary Code



Mitigation

• Stack Guard 

• Data Execution Prevention 

• Address Space Layout Randomization



Stack Guard

• gcc -fstack-protector  

• 程式啟動時產⽣生⼀一組亂數 Canaries 

• 函式呼叫時將 Canaries放在EIP前⾯面 

• 返回時檢查Canaries是否⼀一樣 

!

!

• Disable stack guard : gcc -fno-stack-protector



Brute force

• 若 input 不會補上 null byte , 且程式是 fork出來的 

• 先蓋最低bytes , 0x00 ~ 0xff 找出不會 
segmantation fault 的 Byte 

• 再蓋下 1 byte, 直到4 byte canaries 都爆出 

  => bypass
AAAA 
AAAA 
AAAA
AFGH

EIP



Skip Canaries

• 跳過Canaries Bytes, 直接寫⼊入 EIP or GOT 

• 需能控制⼀一個能寫⼊入的指標 

• 將指標指向EIP or GOT 

• 直接寫⼊入,不更動Canaries  

  => bypass



Leak it

• ⽤用前⾯面提到的⽅方式, 將 Canaries 泄露 

• 程式執⾏行起來後 Canaries 固定 

• 在同⼀一次連線直接exploit  

 => bypass



Practice 3

• Exploit bof with stack guard protection 

• secprog.cs.nctu.edu.tw:10103 

• gcc -z execstack  

• http://ppt.cc/aVWF

http://ppt.cc/aVWF


Mitigation

• Stack Guard 

• Data Execution Prevention 

• Address Space Layout Randomization



Data Execution Prevention

• Set memory space to executable or non-
executable(NX)



Mitigation

• Stack Guard 

• Data Execution Prevention 

• Address Space Layout Randomization



ASLR

• 程式的執⾏行段及函式庫使⽤用隨機的位置載⼊入 

• 防⽌止 Return to libc / ROP 等攻擊


